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The Internet is composed of Autonomous Systems (AS): 

one or more  networks under the control of a single entity.
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Prefixes of the AS are advertised to the outside using BGP.
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The Internet is composed of Autonomous Systems (AS): 

one or more  networks under the control of a single entity.



Prefixes of the AS are advertised to the outside using BGP.  

Traffic flows in the reverse direction.
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The Internet is composed of Autonomous Systems (AS): 

one or more  networks under the control of a single entity.



The routes in the Internet are computed

automatically thanks to the BGP routing 

protocol

The internet is composed 

of more than 75 000 ASes

7

The Internet is complex and dynamic

src: CAIDA



Some vulnerabilities of BGP

Prefix hijacks

Blackjack attacks

BGP lies

BGP session injection



There is little to no security in the 

routing protocol used in the Internet

9

Source: https://www.manrs.org/2021/02/bgp-rpki-and-manrs-2020-in-review/
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Route propagation on an example topology
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BGP policies make AS2 not learn the path via AS4
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In the next slides AS6 is the attacker
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Route propagation on an example topology



Hijack-0
Sermpezis 2018 (Artemis)
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Text
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Hijack  type -0

AS2 and AS4 traffic is de-

routed to AS6 because the  

advertised path is shorter.



Hijacks can be used to divert traffic 

and gain inside knowledge
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and gain inside knowledge
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and gain inside knowledge
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Hijacks can be used to divert traffic 

and gain inside knowledge
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Hijacks can be used to divert traffic 

and gain inside knowledge



Multiple causes for hijacks

Hijacks are not always malicious 

They can be the result of misconfigurations

https://www.manrs.org/2022/06/configuration-issue-penalizing-single-digit-

asns/?utm_source=rss&utm_medium=rss&utm_campaign=configuration-issue-penalizing-single-digit-asns
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Extract from the blog post:

ñLƴ ǊŜŎŜƴǘ ȅŜŀǊǎΣ ǿŜΩǾŜ ƴƻǘƛŎŜŘ ǘƘŀǘ ǎƛƴƎƭŜ-digit ASNs (ASN1 through ASN9) 
often appear to be route hijackers. Is this true? We dug into the data and 
ultimately realizedno, single-digit ASNs are not hijacking address space at 
an alarming rateΦ ²ƘŀǘΩǎ ƘŀǇǇŜƴƛƴƎ ƛǎ ǘƘŜ ǊŜǎǳƭǘ ƻŦ ŀ ƳƛǎŎƻƴŦƛƎǳǊŀǘƛƻƴ ƛǎǎǳŜ 
ōŜŎŀǳǎŜ ƻŦ ǘƘŜ ά!{ ǇŀǘƘ ǇǊŜǇŜƴŘέ ŎƻƳƳŀƴŘ ƻƴ MikrotikǊƻǳǘŜǊǎΦέ
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Some vulnerabilities of BGP

Prefix hijacks

Blackjack attacks

BGP lies

BGP session injection



A Backjack attack surfs on the 

blackholing mechanism provided 

to protect against DDoS



3

DDoS are frequent

https://blog.cloudflare.com/ddos-threat-report-2025-q3/
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In a denial of service attack, the infractucture may be congested.

AS 10
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P: 192.0.2.0/24

DDoS



Blackholing is a DDoS mitigation technique signaled via BGP

using a community.
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AS 20
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BGP blackholing



Blackholing is a DDoS mitigation technique signaled via BGP

using a community.

AS 10 AS 30

P: 192.0.2.0/24

BLACKHOLE

AS 20

Blackholing has a double-edged sword effect: all traffic is  

dropped.

BGP blackholing
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Year
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# Unique ASes in Communities

ǒ # Unique Communities

# Absolute Communities  

# BGP table entries

+296%

BGP community usage is increasing

Increasing usage warrants a closer look.



Given the increasing popularity of BGP communities

and the ability to trigger actions ,  the first question that comes 

to the mind of an Internet measurement researcher is. . .



What could possibly go  wrong?



Hijack-0 and Blackjack-0
Sermpezis 2018 (Artemis)
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Sermpezis 2018 (Artemis)
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Hijack  type -0

AS2 and AS4 traffic is

de-routed to AS6 because the  

advertised path is shorter.

Miller et Pelsser  2019

AS 1 AS 2

AS 3

P: 192.0.2.0/24

AS 4

AS 5 AS 6

P: 192.0.2.0/24

P: 192.0.2.0/24 

3:666

Blackjack  type -0

All traffic to P is blackholed  

at AS3.

Hijacking +  blackholing 11

Hijack -0 and Blackjack -0



Best practices for legitimate blackholing 

empower  blackjacks

Best Practices for blackholing 4

Give a higher priority to blackholing.

Do not propagate the advertisement across AS borders.

4Cisco, Remotely  Triggered  Black  Hole Filtering  - Destination  Based and Source

Based .

12



Best Practices for blackholing 4

Give a higher priority to blackholing.

Do not propagate the advertisement across AS borders.

Consequences

Reach : Precedence over AS path length. Even ASes far 

away  are vulnerable.

Stealth : The attacker is not dropping traffic himself.

4Cisco, Remotely  Triggered  Black  Hole Filtering  - Destination  Based and Source

Based .

12

Best practices for legitimate blackholing 

empower  blackjacks
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ROA Route Origin Authorizations are digitally signed objects  

attesting that a given AS is authorized to originate routes  

for a set of prefixes.

ROV With Route Origin validation, an AS validates the origin of  

the BGP updates with regard to the content of the RPKI  

Objects.

But other attacks are possible.

How to prevent mis-origination?



BGP Blackjacks - Type-N

AS 1 AS 2

AS 3

P: 192.0.2.0/24

AS 4

AS 5     AS 6

Text

P: AS6 AS5  

3:666
P: AS6 AS5  

4:666

The origin AS is legit. The AS-path is not.
14



BGPsec5

BGPsec allows ASes to sign advertisements.

This guarantees the AS path reflects the actual path 

the  advertisement went through.

But on -paths attacks are still possible.

5Lepinski and Sriram, BGPsec Protocol  Specification .
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BGP Communities: Even more Worms in the Routing  Can.

Florian Streibelt (MPI1), Franziska Lichtblau (MPI), Robert  Beverly (NPS2), 
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Some vulnerabilities of BGP

Prefix hijacks

Blackjack attacks

BGP lies

BGP session injection



BGP runs on top of TCP

TCP is vulnerable to injection attacks

The attacker 

Åguesses the next sequence number

Åsends a packet  with the sequence number and forged content

The client accepts the content if it arrives before the legit packet

The recommendation is to use MD5 for session authentication.

ÅBut there are tools able to provide payload for a given MD5 digest 

https://github.com/DavidBuchanan314/monomorph

ÅThe adoption status of TCP Authentication Option (TCP-AO) for BGP 

is not known

https://github.com/DavidBuchanan314/monomorph


Related publication

Routing over QUIC: Bringing transport innovations to routing protocols. 
Thomas Wirtgen, Nicolas Rybowski, Cristel Pelsser,Olivier 
Bonaventure (2023). Poster at NSDI 2023.

https://cristel.pelsser.eu/publication/wirtgen-2023/


Some vulnerabilities of BGP

Prefix hijacks

Blackholing

BGP lies

BGP session injection

ÝBGP designed with no security in mind

Weak authentication

No integrity protection



How we may hack to live with 

these vulnerabilities



Prevention: some fixes

ÅRPKI ROA and ROV

ÅState of deployment

ÅBGP filters

ÅMANRS

ÅBGPsec



RPKI ROA

https://roa-stats.manrs.org (October 6, 2022) 

https://roa-stats.manrs.org/
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https://roa-stats.manrs.org/


RPKI ROA today ~ 60% valid prefixes

https://stats.labs.apnic.net/roas 26/01/2026

https://stats.labs.apnic.net/roas


RPKI ROV
75 ASs deploy ROV (certainty above 0.7) according to rov.rpki.net (out of > 
73.5k) Ą Last measurement was on 2020-08-31

Only 5.9 % of user prefixes are protected according to the MANRS Observatory 
(May 2023)

From https://observatory.manrs.org/#/overview (May, 2023)

https://observatory.manrs.org/#/overview


Detecting and localizing who 

deploys ROV
ωTowards a Rigorous Methodology for Measuring Adoption of RPKI Route 

Validation and Filtering, Andreas Reuter et al (2017). Computer Communications 
Review (CCR).

һBGP Beacons, Network Tomography, and Bayesian Computation to Locate 
Route Flap Damping. C. Gray,M. Clemens,R. Bush,C. Pelsser,R. 
Matthew, T. Schmidt, M. Wählisch (2020). Internet Measurement 
Conference (IMC).

ÅRoVista: Measuring and Analyzing the Route Origin Validation (ROV) in 
RPKI. Weitong Li, Zhexiao Lin, Md. Ishtiaq Ashiq, Emile Aben, Romain 
Fontugne, Amreesh Phokeer, and Taejoong Chung (2023). Internet 
Measurement Conference (IMC). 

https://ccronline.sigcomm.org/wp-content/uploads/2017/09/sigcomm-ccr-paper134.pdf
https://ccronline.sigcomm.org/wp-content/uploads/2017/09/sigcomm-ccr-paper134.pdf
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BGP filters and MANRS

Mutually Agreed 
Norms for Routing 
Security (MANRS)



BGP filters and MANRS
Mutually Agreed Norms for Routing Security (MANRS) rules for filter 
setting to prevent

ǒLeaks

ǒMisorigination

ǒBogon prefixes

ǒBogon ASs

From the AS itself and from direct customers



Deployment of 

protection increases 

but events still occur 

(FR)



Deployement of 

protection increases 

but events still occur 

(US)



A System to Detect Forged-Origin BGP Hijacks

Thomas Alfroy

Cristel PelsserAmreesh D. Phokeer

Alberto Dainotti

USENIX NSDIô24
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Thomas Holterbach
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path: 3 5 7

BGP is vulnerable

to forged-origin hijacks

Attacker:

hijacks 7.0.0.0/8

prepends 7

The attacker prepends

the legitimate AS number

to the AS path

55
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announces

7.0.0.0/8

path: 7

path: 4 7

path: 5 7

path: 7

path: 3 5 7

Attacker:

hijacks 7.0.0.0/8

prepends 7

A significant fraction

of the traffic is diverted to the attacker
Traffic to

7.0.0.0/8
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BGP is vulnerable

to forged-origin hijacks
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Forged-origin hijacks are actively used by attackers

February 3, 2022

August 17, 2022

Both attacks are the result of a forged-origin hijack
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DFOH: A System to Detect Forged-Origin BGP Hijacks

on the Whole Internet
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Outline

DFOHôs main challenge

DFOHôs inference pipeline

DFOHôs inferences are accurate

DFOH is up and running
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Outline

DFOHôs main challenge

DFOHôs inference pipeline

DFOH is up and running

is to detect fake AS links 

DFOHôs inferences are accurate
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7

announces

7.0.0.0/8

path: 7

path: 4 7

path: 5 7

path: 7

5

path: 3 5 7

DFOH aims to detect the fake AS links

induced by forged-origin hijacks
BGP vantage point

Attacker:

hijacks 7.0.0.0/8

prepends 7

Traffic to

7.0.0.0/8
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7

announces

7.0.0.0/8

path: 7

path: 4 7

path: 5 7

path: 7

5

Attacker:

hijacks 7.0.0.0/8

prepends 7

DFOH aims to detect the fake AS links

induced by forged-origin hijacks

fake link

Upon the attack:

AS5 (attacker) and AS7 (victim)

appear directly connected

BGP vantage point

Traffic to

7.0.0.0/8

path: 3 5 7
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7

announces

7.0.0.0/8

path: 7

path: 4 7

path: 7

5

Attacker:

hijacks 7.0.0.0/8

prepends 6 7 fake link

An attacker cannot escape from creating a fake AS link

without hampering the effectiveness of its attack

There is no new AS link if 

the attacker prepends 6 7

But none of the ASes divert traffic to

the attacker as the AS path is longer
path: 4 7

path: 2 4 7

Traffic to

7.0.0.0/8
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New AS link

We find 166 new AS links every day (median)

and the vast majority are likely legitimate

Using the BGP data from 200 RIS and RouteViews

peers and collected during ten months in 2022

Problem:  There are many new AS links every day

but no simple property that tells whether they are real or fake
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New AS link

Real AS link

Fake AS link

DFOH

Problem:  There are many new AS links every day

but no simple property that tells whether they are real or fake
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Outline

DFOHôs main challenge

DFOHôs inference pipeline

DFOHôs inferences are accurate

DFOH is up and running

is to detect fake AS links 

relies on domain-specific knowledge

and a tailored link prediction framework
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DFOHôs fake AS links inference algorithm comprises three steps

new AS link

Hijacker Victim

Finding

New Links

Computing

Features

Inferring

Hijacks

RIS/RouteViews

Vantage point

67

1 2

3

5 6 7

4



7

2 3

1 6

Feature vectors

5

DFOHôs fake AS links inference algorithm comprises three steps

Finding

New Links

Computing

Features

Inferring

Hijacks

RIS/RouteViews

Vantage point
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new AS link

Hijacker Victim
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7

2 3

1 6

Feature vectors

5

0.1 .. 0.56 .. 4.3 .. 6

Feature categories:

Topological

0.3 .. 0.89 .. 6.1 .. 0

7.3 .. 1.21 .. 0.3 .. 8

Finding

New Links

Computing

Features

Inferring

Hijacks

DFOHôs fake AS links inference algorithm comprises three steps

RIS/RouteViews

Vantage point
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new AS link

Hijacker Victim
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3

5 6 7
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Node

centrality

Neighborhood

richness

Topological

patterns

focus
trianglesfocus

neighbors

focus

shortest paths

DFOH uses a total of 11 topological features 

that can be divided into four categories

Closeness 

focus

shortest 

distance
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7

2 3

1 6

Feature vectors

5

0.1 .. 0.56 .. 4.3 .. 6

Feature categories:

Topological

0.3 .. 0.89 .. 6.1 .. 0

7.3 .. 1.21 .. 0.3 .. 8

Peeringdb

Finding

New Links

Computing

Features

Inferring

Hijacks

DFOHôs fake AS links inference algorithm comprises three steps

RIS/RouteViews

Vantage point
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Hijacker Victim
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3

5 6 7
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DFOH looks for three types

of information in PeeringDB:

1. Country

2. Public peering exchange points

3. Private peering facilities

DFOH looks at public peering information

and identifies when two ASes are unlikely to peer

72



DFOH compares the peering information

of the neighbors of the hypothetical victim and attacker

New AS link is fake

AS-IX Cabase

Country:

IXPs:

Facilities:

Country:

IXPs:

73

Reason #1:

Protect against

adversarial inputs

Reason #2:

Mitigate missing

peering information

3 4
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7

2 3

1 6 0.1 .. 0.56 .. 4.3 .. 6

0.3 .. 0.89 .. 6.1 .. 0

7.3 .. 1.21 .. 0.3 .. 8

Feature vectors

Feature categories:

Topological

Peeringdb

AS-path pattern

5

Finding

New Links

Computing

Features

Inferring

Hijacks

DFOHôs fake AS links inference algorithm comprises three steps

RIS/RouteViews

Vantage point
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3

5 6 7
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AS path hop

1 2 3 4 5 6
(origin)

stub -to-stub

path

AS node degree

DFOH looks at the AS paths that include the new link

and identifies suspicious sequence of ASes 
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AS path hop

1 2 3 4 5 6
(origin)

core -to-stub

path

AS node degree

DFOH looks at the AS paths that include the new link

and identifies suspicious sequence of ASes 
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DFOH looks at the AS paths that include the new link

and identifies suspicious sequence of ASes 

AS path hop

1 2 3 4 5 6
(origin)

stub hijacks core AS

AS node degree
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7

2 3

1 6 0.1 .. 0.56 .. 4.3 .. 6

0.3 .. 0.89 .. 6.1 .. 0

7.3 .. 1.21 .. 0.3 .. 8

Feature vectors

Feature categories:

Topological

Peeringdb

AS-path pattern

Bidirectionality

5

Finding

New Links

Computing

Features

Inferring

Hijacks

DFOHôs fake AS links inference algorithm comprises three steps

RIS/RouteViews

Vantage point
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7

2 3

1 6 0.1 .. 0.56 .. 4.3 .. 6

0.3 .. 0.89 .. 6.1 .. 0

7.3 .. 1.21 .. 0.3 .. 8

Feature vectors

Topological

Peeringdb

AS-path pattern

Bidirectionality

5

Domain -specific features

that compensate each other

DFOHôs fake AS links inference algorithm comprises three steps

RIS/RouteViews

Vantage point
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Finding

New Links

Computing

Features

Inferring

Hijacks

new AS link

Hijacker Victim
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InferenceRandom

Forest

7

2 3

1 6 0.1 .. 0.56 .. 4.3 .. 6

0.3 .. 0.89 .. 6.1 .. 0

7.3 .. 1.21 .. 0.3 .. 8

Feature vectors

Feature categories:

Topological

Peeringdb

AS-path pattern

Bidirectionality

1 6

2 3

7

5

5

DFOHôs fake AS links inference algorithm comprises three steps

1

3

2

6

2 4

1

6

4

7

4 6

Existing

links

Nonexistent

links

Samples

RIS/RouteViews

Vantage point

Training
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Finding

New Links

Computing

Features

Inferring

Hijacks

new AS link

Hijacker Victim

1 2

3

5 6 7
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There are several link prediction frameworks

SEAL (NIPSô18) is one example

?Link

prediction

81



There are several link prediction frameworks

but they do not translate well for detecting fake AS links

Typical hierarchical structure

of the AS-level topology

Few tier1 ASes

Many stub ASes
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Transit/IXP/CDN 1

Highly connected

Large customer cone

Tier1

Stub

Transit/IXP/CDN 2

Transit/IXP/CDN 3

Transit/IXP/CDN 4

Proportion of sampled

nonexistent  AS links

   (random sampling)

Clusters of ASes based on

their degree and cone size

Problem:  randomly sampling nonexistent  links makes DFOH 

skewed towards stub-to-stub links as they are overrepresented
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Transit/IXP/CDN 1

Highly connected

Large customer cone

Tier1

Stub

Transit/IXP/CDN 2

Transit/IXP/CDN 3

Transit/IXP/CDN 4

Proportion of sampled

nonexistent  AS links

   (random sampling)

Clusters of ASes based on

their degree and cone size
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Problem:  randomly sampling nonexistent  links makes DFOH 

skewed towards stub-to-stub links as they are overrepresented



Transit/IXP/CDN 1

Highly connected

Large customer cone

Tier1

Stub

Transit/IXP/CDN 2

Transit/IXP/CDN 3

Transit/IXP/CDN 4

Proportion of sampled

nonexistent  AS links

   (random sampling)

Clusters of ASes based on

their degree and cone size
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98%

2%

DFOH would perform

well on scenarios

involving two stubs

Problem:  randomly sampling nonexistent  links makes DFOH 

skewed towards stub-to-stub links as they are overrepresented



Transit/IXP/CDN 1

Highly connected

Large customer cone

Tier1

Stub

Transit/IXP/CDN 2

Transit/IXP/CDN 3

Transit/IXP/CDN 4

Proportion of sampled

nonexistent  AS links

   (random sampling)

Clusters of ASes based on

their degree and cone size
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98%

2%
But not on the

other scenarios

DFOH would perform

well on scenarios

involving two stubs

Problem:  randomly sampling nonexistent  links makes DFOH 

skewed towards stub-to-stub links as they are overrepresented



0.1 .. 0.56 .. 4.3 .. 6

0.3 .. 0.89 .. 6.1 .. 0

7.3 .. 1.21 .. 0.3 .. 8

Feature vectors

Feature categories:

Topological

Peeringdb

AS-path pattern

Bidirectionality

DFOHôs fake AS links inference algorithm comprises three steps

Stub-Stub

Tier2-Stub

Tier1-Tier2

Balanced

sampling

7

2 3

1 6

5

InferenceRandom

Forest

Training

1 6

2 3

75

1

3

2

6

2 4

1

6

4

7

4 6

Existing

links

Nonexistent

links

RIS/RouteViews

Vantage point
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Finding
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Computing
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Outline

DFOHôs main challenge

DFOH is up and running

is to detect fake AS links 

in every attack scenario

DFOHôs inference pipeline

DFOHôs inferences are accurate

relies on domain-specific knowledge

and a tailored link prediction framework
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We evaluate DFOH on artificially created forged-origin hijacks

as there is no ground truth at scale

Methodology:

We take existing AS paths

and prepend a new origin to create a new link

We take 9k cases where the new link exists (legitimate or ñnegativeò cases)

and 9k cases where the new link does not exist (suspicious or ñpositiveò cases)
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We evaluate DFOH on artificially created forged-origin hijacks

as there is no ground truth at scale

Methodology:

We take 9k cases where the new link exists (legitimate or ñnegativeò cases)

and 9k cases where the new link does not exist (suspicious or ñpositiveò cases)

We take existing AS paths

and prepend a new origin to create a new link

We focus on the True Positive Rate  (TPR)

and the False Positive Rate  (FPR)
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DFOH is accurate upon every attack scenario

True Positive

Rate

Transit/IXP/CDN 1

Highly connected

Large customer cone

Tier1

Stub

Transit/IXP/CDN 2

Transit/IXP/CDN 3

Transit/IXP/CDN 4

Victim
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DFOH is accurate upon every attack scenario

True Positive

Rate

Transit/IXP/CDN 1

Highly connected

Large customer cone

Tier1

Stub

Transit/IXP/CDN 2

Transit/IXP/CDN 3

Transit/IXP/CDN 4

Victim
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DFOH is accurate upon every attack scenario

True Positive

Rate

Transit/IXP/CDN 1

Highly connected

Large customer cone

Tier1

Stub

Transit/IXP/CDN 2

Transit/IXP/CDN 3

Transit/IXP/CDN 4

Victim

The minimum TPR is 0.73
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DFOH is accurate upon every attack scenario

Transit/IXP/CDN 1

Highly connected
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Rate
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DFOH is accurate upon every attack scenario

Transit/IXP/CDN 1

Highly connected
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False Positive

Rate
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DFOH is accurate upon every attack scenario

Transit/IXP/CDN 1

Highly connected

Large customer cone

Tier1

Stub

Transit/IXP/CDN 2

Transit/IXP/CDN 3

Transit/IXP/CDN 4

Victim

False Positive

Rate

The maximum FPR is 0.15
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Outline

DFOHôs main challenge

DFOH is up and running

is to detect fake AS links 

and useful for operators

in every attack scenario

DFOHôs inference pipeline

DFOHôs inferences are accurate

discriminates fake AS links from the real ones
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DFOH is useful and practical for network operators

98

Useful:  DFOH detects the two known forged-origin BGP hijacks

(the klayswap and cbridge attacks)

Practical:  DFOH only reports zero or one case every month for 99.8% of the ASes

(worse case is 15 cases)

DFOH runs at https://dfoh.uclouvain.be



The next generation of BGP data collection platform

Thomas Alfroy

Best paper SIGCOMM 2024

Cristel Pelsser

Thomas Holterbach

Thomas Krenc

K. C. Claffy



The Internet topology observes a hierarchical structure

where some ASes pay a provider to forward their traffic

$$$$$

$

Customer-to-provider

Peer-to-peer

Routing is done according to

these economical relationships

100
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p

3 62 6

5 2 6

7 5 2 6

4 2 6

1 2 6

A route to prefix is propagated hop-by-hop

until every AS in the topology has a route toward this prefix
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p

3 62 6

5 2 6

7 5 2 6

4 2 6

1 2 6
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Unfortunately, the Internet is a wild place

where many events can disrupt its smooth operation
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p

3 62 6

5 2 6

7 5 2 6

4 2 6

1 2 6
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Unfortunately, the Internet is a wild place

where many event can disrupt its smooth operation
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p

3 62 6

4 2 6

1 2 6

Malicious actors can disrupt the smooth operation of BGP

p HIJACKER

5 2 6

7 5 2 6
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p

3 62 6

5 7
4 2 6

1 2 6

p HIJACKER

Malicious actors can disrupt the smooth operation of BGP
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p

3 62 6

4 2 6

1 2 6

p HIJACKER

Malicious actors can disrupt the smooth operation of BGP

Hijacked

Safe

The victim of the attack

will never notice it
5 7
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Research projects Commercial tools

Fortunately, there exist some BGP monitoring tools

107

These tools rely on the collected BGP data



BGP routes are collected by public BGP data collection platforms,

such as RIPE RIS or RouteViews

Collection platform

BGP

collectors
QPublic

Database

Q
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VP1

Collection platform

BGP

collectors
QPublic

Database

VP2

Q

Vantage

Point

BGP routes are collected by public BGP data collection platforms,

such as RIPE RIS or RouteViews
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VP1

Collection platform

BGP

collectors

Public

Database

VP2

Q

Vantage

Point

BGP routes are collected by public BGP data collection platforms,

such as RIPE RIS or RouteViews
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2005 2015 2025

Median # of collected

public BGP routes
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Current collection platforms are facing 

operational limitations
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Median # of collected

public BGP routes

1TB every day!
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2005 2015 2025

Median # of collected

public BGP routes

1TB every day!

2026+

113

Current collection platforms are facing 

operational limitations



Vantage Point (VP)

coverage

(RIS+RouteViews)
1.2%
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1.2%

115

% of ASes sharing

their BGP data

Vantage Point (VP)

coverage

(RIS+RouteViews)



1.2%
2003 2013 2023

100%

Flat for two decades!
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% of ASes sharing

their BGP data

Vantage Point (VP)

coverage

(RIS+RouteViews)



Public Internet

ASes that

share BGP data
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Because of the inherent path hiding nature of BGP,

each VP only has a partial view over Internet routing



Public Internet

WHAT WE SEE

WHAT WE MISS

Because of the inherent path hiding nature of BGP,

each VP only has a partial view over Internet routing

ASes that

share BGP data
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In the meantime, users often regretfully resort to sampling

Would you have used

more BGP data if you could?*

*Survey conducted among authors of eight 

top research papers that sampled BGP data
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Would you have used

more BGP data if you could?*

*Survey conducted among authors of eight 

top research papers that sampled BGP data

Yes!

No

Seven researchers

One researcher

In the meantime, users often regretfully resort to sampling
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However: research and commercial BGP monitoring tools

cannot afford visibility gaps in BGP data

121

AS

VP

BGP events



Public Internet

WHAT WE SEE

WHAT WE MISS

Because of the inherent path hiding nature of BGP,

each VP only has a partial view over Internet routing

ASes that

share BGP data
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How much information are we missing?



We measure the impact of the low RIS and RouteViews VP coverage

on three use cases using simulations*

Use case #1:  Peer-to-peer link observation

Use case #2:  Inter-domain failure localization

Use case #3:  Forged-origin hijack detection

*Our simulations use c-bgp

on topologies with 6k ASes

123



Use case #1:  Peer-to-peer link observation

Use case #2:  Inter-domain failure localization

Use case #3:  Forged-origin hijack detection

*Our simulations use c-bgp

on topologies with 6k ASes
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We measure the impact of the low RIS and RouteViews VP coverage

on three use cases using simulations*



100%0%

100%

0%

50%

Vantage Point coverage

(custom scale)

0.5% 1% 2% 5% 10% 15% 25% 50% 75% 100%

p2p links

c2p links

Good

Bad

Low High

Percentage of p2p

AS links observed

125




















































































