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MOTIVATION
*» 1. Observation: » 3. State-of-the-Art:
loT devices are an easy target for attackers IETF’s MUD standard (RFC 8520 [1])
» 2. Hypothesis: O MAC addresses, IP addresses, ports
loT devices have predictable network traffic patterns & Other (application layer) protocols
=>» Express those patterns in the form of a profile * (m)DNS, HTTP, IGMP, CoAP, etc.

Q) Traffic statistics
 Duration, packet count, packet rate, etc.
Device interaction: @) Device interactions

° Step 1: Motion sensor activates  Core of home automation systems
* Step 2: Light turns on

=>» Allow-list for network traffic

» 4, Potential attacks complying with MUD profile

v A. Spurious command, breaking the interaction patterns
Al. from LAN; A2. from WAN

v' B. Compromised device communicating over DNS with
attacker’s server
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EVALUATION
»» Experimental network » Latency in attack-free scenarios
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— WAN 0.0 .

— Wired LAN no-firewall: self-explanatory

— - Wireless LAN base-firewall: default firewall

- — Zigbee my-firewall: our firewall configured for one device

all-devices: our firewall configured for all devices
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