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ABSTRACT

BGP data collected from operational routers by platforms such
as RIPE RIS or RouteViews is essential to address connectivity
issues and analyze the global Internet’s structure. However, the
vast and ever-growing volume of this data makes deriving useful
insights challenging: Existing APIs and dashboards offer limited
perspectives, while analyzing large archives of MRT files is slow
and cumbersome.

We present ChatBGP, a domain-specific chatbot that turns plain-
English questions about BGP data into Python code that runs swiftly
and returns accurate answers. ChatBGP is enabled by four contri-
butions: (i) a measurement study showing that BGP data is highly
redundant and therefore highly compressible; (ii) a database scheme
that exploits this redundancy to compress BGP data while enabling
fast retrieval of specific data elements; (iii) an expressive API that
exposes this database through a simple interface; and (iv) a prompt-
engineering scheme that guides ChatGPT to synthesize optimized
Python code that uses this API to accurately answer user queries,
while retrieving only the data needed to answer each query.

With ChatBGP, gaining insights into BGP data becomes effortless
and significantly faster—e.g., delivering results in seconds instead
of hours with existing tools. Network operators can rapidly diag-
nose connectivity issues, including security threats, researchers
can analyze larger datasets while improving reproducibility, and
students can engage with BGP monitoring in a more intuitive and
interactive way.
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1 INTRODUCTION

“Which AS neighbor of AS3333 is using AS path prepending?”, “Did
prefix 8.0.0.0/12 experience a peak of withdrawals yesterday?” These
are typical questions network operators may ask daily to resolve
critical BGP issues. Similarly, researchers studying the global struc-
ture of the Internet may ask “What is the average length of an AS
path traversing a Tier-1 AS?”. The BGP data collected by platforms
like RIPE RIS [2] and RouteViews [112] serves as a gold mine for
answering such questions. This data is sourced from hundreds of
independent operational BGP routers, a.k.a Vantage Points (VPs),
which network operators voluntarily configure to export their BGP
route updates to these collection platforms.

However, deriving insights from large volumes of BGP data is
challenging and often requires narrowing the analysis to a subset of
the data, compromising the quality of inferences [6, 7]. For histori-
cal analyses, users must write scripts to download, decompress, and
parse many (sometimes tens of) gigabytes of data archived in com-
pressed MRT files [17]. Even studying an isolated incident requires
downloading and processing many files spanning hundreds of VPs
and prefixes to distill the relevant pieces. Alternatively, public and
commercial actors provide APIs and dashboards (e.g., RIPEstat [89])
to deliver key insights into the collected data. But such APIs require
computing, storing, and indexing massive quantities of metadata
alongside the raw data [41], which exacerbates data management
and sustainability challenges.

The BGP data deluge—exacerbated by the recent adoption of
BMP for data collection [33]—is an inherent aspect of the evolving
digital ecosystem, but its relentless growth puts two important
stakeholders—network defenders and scientific researchers—at a
decided disadvantage. As the saying goes: attackers have to succeed
only once, but defenders have to succeed all the time (to keep
attackers out). Specifically, malicious actors can exploit the existing
barriers to processing gigabytes of BGP data for anomaly detection,
giving them a significant advantage when using BGP as a vector for
infrastructure compromise. More generally, network researchers
face the same asymmetric resource landscape—the infrastructure
and its complexity grows faster than our scientific understanding
of it. Thus, in our view, one of the most ethically-aligned uses
of Al technologies is to shift this balance back toward defenders
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and scientists—those motivated to shed transparency on network
dynamics.

ChatBGP. We present ChatBGP, a domain-specific chatbot that
processes user queries about BGP data written in plain English and
generates optimized Python code that executes swiftly and delivers
accurate answers. ChatBGP offers two transformative capabilities.
First, it handles a wide range of queries of BGP data, including
complex ones requiring analyses or even plotting of data on graphs.
Second, ChatBGP scales effectively, making it an ideal system to
accommodate the expected growth in the number of VPs [5, 7].

ChatBGP runs at chat.bgproutes.io. It stores several weeks
of BGP data collected from literally all public BGP data collec-
tion platforms—bgproutes.io [32], RIPE RIS [2], RouteViews [112],
PCH [93], and CGTF [20]—encompassing more than 5,000 vantage
points (VPs), and its API handles hundreds of queries per day from
researchers and operators.

Impact. We believe ChatBGP establishes new standards for BGP
data storage and sharing, with the potential to become the de facto
tool for analyzing BGP data. ChatBGP will accelerate operational
security beyond what state-of-the-art tools offer today. For instance,
a forged-origin BGP hijack detection system like DFOH [34] can
identify a forged AS path, but without contextual insights, deeper
investigations and timely detection of related compromises—such
as serial hijacking [110]—is challenging. With ChatBGP, network
defenders can query and analyze in a few minutes the updates ob-
served within a specific timeframe around the detected hijack and
that include resources (e.g., IP prefixes or ASes in the AS path) as-
sociated with the hijacking AS. Researchers can use ChatBGP to
process more extensive datasets efficiently, fostering reproducibil-
ity—a persistent challenge in our community [11]. Finally, Chat-
BGP’s intuitive interface makes it an excellent tool for teaching
BGP monitoring, aligning with emerging trends in Al-driven edu-
cation [79].

Key contributions. Advances in LLMs have spurred the emer-
gence of domain-specific chatbots that provide insights into datasets,
including applications in networking [8, 42]. However, designing
ChatBGP presented unique challenges due to the nature of BGP
data, its substantial volume, and the complexity of user queries. To
address these challenges, we first identify longitudinal redundancy
in BGP data and design a BGP data storage scheme that exploits this
redundancy to losslessly compress the data. Our scheme not only
minimizes storage requirements but also enables fast and flexible
retrieval (e.g., using regular expressions), and is compatible with
both OLTP databases, (i.e., row-oriented), and OLAP databases (i.e.,
columnar-oriented), making it useful across various deployment
settings. Second, we curated a set of common BGP-related questions
from mailing lists and research papers to inform the design of four
API endpoints, which can be composed programmatically (e.g., in a
Python script) to answer a wide range of relevant BGP questions
quickly and concisely. Finally, we perform domain-specific prompt
engineering of ChatGPT so that it generates Python code that uses
our API and its optimization parameters to answer BGP-related
questions accurately and without retrieval of irrelevant data, to
maximize speed.

Outline The structure of this paper is as follows:
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Figure 1: Current BGP data collection, storage and distribution

pipelines. Blue arrows show all steps the data follows.
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e We provide background on how BGP data is shared and ana-
lyzed today (§2), along with key requirements for a system that
distributes BGP data to users (§3).

e We demonstrate that existing methods for accessing BGP data
fail to meet these requirements (§4).

e We introduce ChatBGP and outline its workflow (§5).

o We detail ChatBGP’s three components: its BGP data storage
method (§6), expressive and simple API (§7), and its domain-
specific prompt-engineering scheme (§8).

o We evaluate ChatBGP, showing that it accurately answers a wide
range of queries, often orders of magnitude faster than state-
of-the-art techniques (§9), and that its design is sound across
diverse deployment settings.

o We show how ChatBGP is deployed and used in practice (§10).

2 BACKGROUND

BGP data collection platforms. These platforms connect, often
through route collectors, to many BGP routers (also called peers or
VPs), collect the BGP updates that those routers export (usually
via BGP, but recently also through BMP [33]) and share the data.
RIPE RIS (RIS) [2] and RouteViews (RV) [112] are among the most
widely-used public platforms, peering with hundreds of routers.
Fig. 1illustrates how these platforms operate using a scenario where
AS1and AS4 act as VPs. ASes are represented as gray circles, while
routers are depicted as gray nodes (a circled gray node represents
an AS with a single router). AS4 originates prefix p3, while AS5
originates p1 and p2. For simplicity, we assume no BGP policies
are configured and focus on prefixes and AS paths, omitting other
attributes such as community values. We also assume BGP has
converged and analyze the BGP update messages (referred to as
updates) exported by AS1and AS4 following two link-flap events:
one between AS3 and AS5, and another between AS2 and AS3. A flap
refers to a link going down and being restored shortly afterward.

Types of BGP data. RIS and RV publish two types of data.

BGP updates are routing messages that exchange reachability infor-
mation between two BGP routers. These messages include three
main components: the Network Layer Reachability Information (NLRI)
field which lists prefixes that are newly reachable through the send-
ing router; the BGP attributes, which store characteristics about the
reachable routes (e.g., AS path or community values); and the With-
drawn Routes field, which lists prefixes that are no longer reachable
through the sending router. For example, after the second flap, AS2
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sends a BGP update to AS1 with p1, p2 and p3 in the withdrawn
route field, i.e., these prefixes are no longer reachable through AS2.
Once the connectivity is restored, AS2 advertises the reachable
prefixes via two separate BGP updates. The first update received
by ASI includes both p1 and p2 in the NLRI field as they share
identical attribute values: their AS path is identical: AS2-AS3-AS5.
The second update includes p3 in the NLRI field with the AS path
AS2-AS3-AS4. All these BGP updates are sent to the BGP data col-
lection platform in real time, either over a dedicated BGP session
or via BMP [103].

RIB dumps capture a snapshot of a VP’s Routing Information Base
(RIB) at a specific moment in time. They include BGP attributes (e.g.,
AS path, community values) for every prefix observed by the VP. As
of Dec. 2024, if a VP has visibility into all IPv4 prefixes announced
(a.k.a. a "full feeder"), its RIB contains ~1 million entries, one for
each prefix [22].

Storing and sharing BGP data. There are two common methods
for storing and sharing BGP data (Fig. 1).

Archive of compressed MRT Files. MRT is a standardized format de-
signed to store routing information from various protocols, includ-
ing BGP (updates and RIB dumps) [10].

e BGP updates in MRT files contain raw messages received by
the router, preserving native BGP optimizations, e.g., grouping
prefixes that share identical attribute values (Fig. 2). RIS (resp.
RV) compresses these files using gzip (resp. bzip2) and archives
them every five (resp. 15) minutes.

RIB dumps in MRT format store one entry per prefix without
applying any optimization. RIS (resp. RV) compresses these files
using gzip (resp. bzip2) and archives them every two (resp. eight)
hours.

Both RIS and RV archive BGP updates and RIB dumps on a per-route-
collector basis, i.e., data from multiple VPs is mixed within the same
MRT files (as in Fig. 2). Recently though, RIS has started offering
per-VP MRT files, but these are only retained for a couple of weeks,
limiting their usefulness for long-term historical analysis [98]. Note
that the MRT format includes all BGP attributes. However, only the
AS path and community values are relevant for BGP monitoring
globally. The others (e.g., local-pref or MED) have only a local scope
and we did not consider them in developing ChatBGP.

Users can download, decompress, and parse MRT files to ex-
tract BGP data. This process can be streamlined using libraries like
bgpstream and bgpkit [14, 92]. For a more interpretable represen-
tation, users can display updates and RIB dumps prefix-by-prefix
using tools such as bgpreader, which is part of the bgpstream
toolkit[92]. In the scenario depicted in Fig. 1, this representation
returns eight lines during the first flap (four withdrawals and four
announcements) and six lines during the second flap (three with-
drawals and three announcements), as shown in Fig. 2.

API or Dashboard. A more customized approach involves storing
BGP data—or metadata such as aggregated statistics—in a data-
base and providing access to users via an API or a dashboard. For
instance, RIPEstat [89] and the RV API [101] offer an API with mul-
tiple endpoints, allowing users to efficiently retrieve insights from
collected BGP data, such as AS neighbor lists, prefix counts or RIB
entries. Commercial platforms like ThousandEyes and Kentik that
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run their own BGP route collection platform offer proprietary APIs
and dashboards for accessing and analyzing their BGP data.

3 REQUIREMENTS

We outline the key requirements for a system like ChatBGP, which
aims to efficiently store and provide BGP data to users.

Flexible: The system must support a wide range of queries
about BGP data. BGP data serves a variety of purposes, e.g.,
network operators use it to monitor reachability to their prefixes
and researchers use it to map the AS-level topology. In Table 7
(Appendix), we list 39 BGP-related questions commonly asked by
operators and researchers, with a sample highlighted in Table 1.
We derived these questions from mailing lists and research papers
using a methodology described in §8. This list shows that BGP data
is used to address a wide range of questions spanning all BGP data
components (e.g., prefix, AS path, community values). Regardless
of the query’s focus, as long as it pertains to BGP data (either raw
BGP messages or RIB dumps) and does not require external data,
the system must enable users to answer their questions.

Fast: The system must deliver fast responses. Timely responses
are essential for network operators to address critical BGP issues,
such as attacks or misconfigurations, which can otherwise result
in connectivity losses for users and revenue losses for companies.
Additionally, fast query responses empower researchers to scale
their experiments and produce more reliable results, instead of
being forced to sample to save resources [7].

Easy: The system must be easy to use. Misconfigurations are fre-
quent when (re)configuring BGP [82]. Simple, automated tools for
analyzing BGP data can streamline monitoring and reduce errors.
Moreover, a user-friendly design can support education by enabling
students to access and analyze real BGP data during practical ex-
ercises without requiring extensive programming or networking

knowledge.

Scalable: The system must be scalable and cost-efficient in
terms of storage. Studies have shown that current platforms need
to deploy significantly more VPs to enhance BGP visibility [7]. This
visibility gap motivated the design of a new generation of BGP data
collection platforms (e.g., bgproutes.io and bgp.tools) that aim
to expand coverage by adopting automated open peering policies
(as opposed to traditional platforms such as RIS and RV [4, 13] that
more selectively peer) and using new collection pipelines leveraging
BMP [33] that allow expanded visibility. The system must therefore
handle a large volume of data to accommodate the anticipated
growth of these BGP collection platforms.

Cleanable: The system must be able to remove bogus data.
Some VPs generate noisy updates [37], because of bugs [19, 86],
failures [21] or even adversarial inputs intended to mislead BGP
monitoring systems [28, 80, 83]. While identifying the root causes
or deciding whether to retain such data lies outside the system’s
scope, the system must be able to remove data from VPs deemed
faulty, without impacting the service or data integrity from other
VPs.
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RECEIVED RAW BGP MESSAGES

Holterbach et al.

USERS’ TERMINAL

gzi > wget flap1.mrt.gz Q3 | How many ASes appear always at the end of the AS path and never
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= |||Path: 435 (LB AS1 A p2 path: 123 5
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Table 1: A sample of ten BGP-data-related questions from
the 39 in Table 7 (colors explained in §4).

Figure 2: How BGP updates are received, stored, and presented. Num-

bers attached to each raw message match those in Fig. 1.

4 MOTIVATION

We highlight the advantages and limitations of the two methods
used today to distribute BGP data: MRT-based archives (§4.1) and
APIs/dashboards (§4.2).

4.1 Analyzing archives of MRT files

MRT file archives offer flex-

ibility as MRT preserves all information from original BGP packets
(Fig. 2), allowing users to answer a wide range of queries. They are
also scalable in terms of storage requirements as (i) MRT preserves
native BGP optimizations that group prefixes with identical at-
tribute values in the same NLRI field and (ii) recurring attribute val-
ues over time enable significant storage savings when compressed
with tools like gzip. As of Nov. 2023, the MRT archive of RIS—
spanning data from 1999 to the present—occupies ~50TB [41], a
substantial yet manageable volume with commodity servers—even
if more VPs are deployed.
XDrawbacks: Hard to clean, hard to use, and slow. When MRT
files contain data from multiple VPs, as is the case for RIS and RV,
the data is intermingled, making it difficult to isolate and remove
data from a single faulty VP without reconstructing a large part of
the archive.

Another significant drawback of MRT-based archives, even when
MRT files are built on a per-VP basis, is the inability to retrieve
specific bits of the BGP data, e.g., only the bits that involve a par-
ticular prefix. Users must download and process entire MRT files,
including irrelevant data, to extract specific BGP insights. Tools
like BGP2GO [18], which help users locate files containing specific
resources, and libraries such as bgpstream [92] and bgpkit [14],
which automate downloading, decompression and parsing, simplify
and optimize the workflow. However, they do not eliminate this
fundamental inefficiency. A recent survey among researchers high-
lighted the slowness caused by MRT archives [7]. We now further
substantiate this issue through experimental analysis.

Experiment settings. We selected ten questions that cover all cate-

gories in Table 7, ensuring broad representation of queries, while
limiting the overall experiment duration. We divide the ten ques-
tions (Table 1) into three categories.

o Green: questions without parameters and for which we used data
from 35 VPs and for a 1-month period (July 2024).
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o Light blue: questions that look for RIB entries at a specific time
and thus have one parameter: the number of VPs.

o Yellow: questions that analyze BGP updates and depend on two
parameters: the number of VPs and the time interval.

Other parameters, such as the prefix, AS number, community value,
or a precise date (when no time period is required) are chosen
randomly when they are applicable. For each question, we wrote
a Python script that retrieves MRT files from RIS and RV, and
process them to produce the answer. We used bgpstream and its
pybgpstream Python library [92] for automated downloading, de-
compression, and parsing, and we used all its available features,
such as filters on BGP attributes and VPs, to minimize processing
overhead and reduce execution times. We parallelized the analy-
sis across multiple cores whenever feasible. We used ten cores as
increasing their number beyond this point was not helpful since
execution time is mainly constrained by the data downloading pro-
cess. We used a 16-core and 62GB RAM cloud-based VM with a
100Gb/s Internet connection. We ran our code using varying num-
bers of VPs (2, 10, 35, and 200) and time intervals (1 hour, 1 day,
10 days, and 100 days) covering July to Oct. 2024. For experiments
with many VPs (e.g., 200), we used short time periods (e.g., 1 day)
to limit the duration of our experiments. For Q17, we optimized
the Python script by implementing a binary search algorithm, en-
abling location of the first occurrence of an AS without the need
to sequentially scan the entire dataset. The selected VPs were the
most valuable ones from RIS and RV, as determined by MVP [6].
We share the Python scripts we wrote to answer these questions in
§B.

Experiment results. Table 2 presents the time required to answer the
ten questions. Q19 was time-consuming to answer (6.1 hours) as the
Python script iterates backward through all updates in the MRT files
to locate the most recent update for the specified prefix, repeating
this process for all 35 VPs. Despite our binary search optimization,
Q17 was also slow requiring 29 minutes. For the other questions,
the time logically increased with both the number of VPs and the
length of the time interval. Q3, Q11, Q12, and Q27 required a few
to several tens of minutes to answer, depending on the number
of VPs. These questions require downloading the MRT RIB dump
files preceding the specified time and then applying the updates to
reconstruct the RIB at the specific time. Q3 and Q11 took longer (up
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Q17 29m, 35GB
Q19 6.1h, >130G
# of VPs: 2 # of VPs: 10 # of VPs: 35 # of VPs: 200
Q3* 2m, 435MB 12m, 2GB 31m, 6GB 1.0h, 6GB
Q11* 2m, 496MB 8m, 2GB 20m, 4GB 42m, 4GB
Q12 1m, 1GB 3m, 3GB 4m, 7GB 8m, 10GB
Q27 1m, 739MB 2m, 2GB 5m, 5GB 7m, 10GB
Time interval Time interval Time interval Time interval
1 hour 1 day 10 days 100 days 1 hour 1 day 10 days 1 hour 1 day 1 day
Q9 17s,64MB  5m, 1GB 50m, 14GB  7.9h, 127GB | 29s,311MB 7m, 7GB  1.2h, 52GB | 36s, 612MB 10m, 10GB 16m, 13GB
Q24 | 15s,65MB 5m, 1GB 49m, 14GB  9.0h, 127GB | 44s,412MB  7m, 5GB  1.2h, 52GB | 32s,511MB  11m, 9GB 20m, 19GB
Q33 | 21s5,83MB  5m, 2GB  50m, 14GB  7.9h, 127GB | 24s,311MB  9m, 5GB  1.1h, 46GB | 40s, 557MB  18m, 10GB 19m, 19GB
Q36 | 20s,86MB 5m, 1GB 52m, 15GB  8.2h, 127GB | 22s,311MB  6m, 5GB  1.1h, 49GB | 33s,466MB 13m, 13GB 20m, 21GB

Table 2: Time (in red) and data volume (in blue) required to answer a subset of ten questions from those listed in
Table 1. Questions marked with a * could not be parallelized due to excessive memory usage.

to an hour) because we could not parallelize them due to excessive
memory usage (e.g., these questions require processing full RIB
dumps, and storing them consumes memory). As expected, the
execution time for Q9, 024, 033, and Q36 increased linearly with
the length of the time period. While these queries are relatively
fast for short time intervals (e.g., 1 hour), they took over an hour to
process when the time period exceeded 10 days (e.g., Q24 took 9
hours).

Most of the script execution is spent downloading and processing
many MRT files—often to locate a few relevant entries. Data volume
can reach several gigabytes, and sometimes, hundreds of gigabytes,
slowing execution of the scripts.

4.2 APIs and dashboards

By design, APIs and dashboards
are inherently user-friendly and optimized for speed. For example,
RIPEstat and the RV API typically delivers responses within sec-
onds [89, 101], and commercial dashboards are reputed to be fast
to ensure customer satisfaction.
¢/ Drawbacks: Poor scalability and limited flexibility. To pro-
vide swift responses, these APIs require storing BGP data in multi-
ple formats, including precomputed metadata. While this approach
improves query performance, it can significantly increase storage re-
quirements compared to compressed MRT archives. As of Jan. 2023,
RIPEstat used approximately 800TB of storage—16x more than
the size of their MRT archive [41]. This creates substantial data
management challenges, increasing both costs and infrastructure
complexity [105]. As a result, RIS (and also RV) has deliberately re-
stricted peering with new VPs to control storage demands [3, 4, 12],
a strategy in tension with recent recommendations for a substan-
tial increase in VP deployment to reduce BGP visibility gaps [7].
Commercial actors like Kentik have also recognized the scalability
challenges of storing network data (including BGP data) in tradi-
tional databases like PostgreSQL and providing it to users [39, 40].

Due to these scalability constraints, existing APIs and dashboards
generally provide a limited set of endpoints. While these endpoints
sometimes allow flexibility into which metric to return using filters,
their overall functionality remains constrained [31, 87, 89, 111].
For example, RIPEstat’s AS Path Length endpoint provides insights
aggregated at the collector level and only for updates related to
a single AS. Thus, many questions about AS paths, such as Q11
and Q7, cannot be directly answered. Our manual evaluation of
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RIPEstat’s API endpoints (Table 7) reveals that 23 out of 39 questions
cannot be answered through the API. Addressing these queries
requires writing custom scripts to process additional data, often
sourced from MRT files, thus increasing processing time, as shown
in Table 2.

5 SYSTEM OVERVIEW

ChatBGP aims to meet all the requirements listed in §3. It already
runs in production, and provides insights into BGP data collected
from all public platforms: bgproutes.io [32], RIS [2], RV [112],
PCH [93], and CGTF [20], totalling over 5,000 VPs, of which 1,225
are full feeders. At present, our production deployment of Chat-
BGP stores and serves RIB dumps and BGP updates, along with
their prefixes, AS paths, and standard community values.

Usage. Fig. 3 (left) shows the workflow of ChatBGP. Users can
submit plain-English questions about the stored BGP data; Chat-
BGP then generates, within seconds, a Python code snippet that
returns the answer, when executed. Alternatively, users may write
the Python code themselves. After installing the Python library
pybgproutesapi, which provides a Python interface to ChatBGP’s
API, users can directly execute either the generated or manually
written code. As shown in §9, the Python code often finishes within
afew seconds, significantly faster than processing MRT file archives
using tools like bgpstream [92]. Besides, ChatBGP generates code
that returns a correct answer for 36 out of the 39 questions in Ta-
ble 7—and many more. For instance, ChatBGP answers the question:
"What is the minimum number of AS hops between AS201341 and
AS1853 based on the data collected from VP 193.203.0.63 at 11:29:11
AM on October Fifth, 2025." with the ~20-line code snippet shown
in Fig. 3 (right) that runs in less than six seconds and returns the
correct answer.

With its carefully designed API, which supports simple yet flexi-
ble database queries, and its pybgproutesapi library, which pro-
vides an intuitive Python interface, ChatBGP produces concise code
snippets e.g., in the median case, solutions to the ten questions in
Table 1 require only 20 lines of code (30 in the worst case), that
users can easily inspect and verify, even if they are unfamiliar with
BGP or MRT intricacies. If needed, users can request refinements,
and ChatBGP will provide an updated code snippet. For instance,
using the example above, the user can write "Do not consider AS
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of this paper contributions to use ChatBGP min_hops = None
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Figure 3: Overview of ChatBGP (top) along with an example of a Python code

that it generates and which executes in a few seconds (right).

paths that include a Tier1 AS." and ChatBGP will refine the code
snippet accordingly. We illustrate further this process in §E.

Contributions. ChatBGP builds on three key contributions shown
in Fig. 3 and described in the next sections.

§6. A measurement study quantifying redundancy in BGP data,
ggether with a database storage scheme that exploits this redun-
dancy to store BGP data in a losslessly compressed format, while
enabling fast, fine-grained retrieval of specific data elements (e.g.,
via regular expressions over BGP attributes) and supporting per-VP
data removal.

§7. A carefully designed API and Python interface (pybgproutesapi)
that allows users to retrieve exactly the data they need through
simple yet highly flexible queries.

§8. A few-shot prompting scheme (a.k.a prompt engineering) that
g_uides ChatGPT to generate optimized Python code snippets lever-
aging the pybgproutesapi library to quickly answer a wide range
of BGP-related queries.

Artifacts. In §B, we provide a set of artifacts that allow readers to
inspect typical code snippets generated by ChatBGP and reproduce
some results presented in this paper.

6 BGP DATA STORING SCHEME

Scalability is a key requirement, but storing raw BGP data without
optimization leads to massive data volumes (§9) and slow retrieval.
Fortunately, BGP data is highly recurrent: identical components
frequently repeat over time. This observation allows us to design
a lossless compression scheme tailored to BGP data and imple-
mentable in both OLTP databases (e.g., PostgreSQL) and OLAP
databases (e.g., ClickHouse).

Key observation: recurring patterns in both BGP updates and
RIB dumps.

Recurring BGP update component values. Consider the scenario in
Fig. 1 and the raw BGP messages exported by ASI and shown in
Fig. 2. Despite the two flap events occurring on different links in
the topology, the resulting BGP data from AS1I contains recurring
information. Specifically, while the withdrawal messages differ in
their withdrawn routes (p1, p2 for flap #1 and p1, p2, p3 for

flap #2), the announcements generated by the restoration of the
links produce identical BGP updates: an update with the NLRI
field containing p1 and p2 and the AS path ASI-AS2-AS3-AS5
appears twice. Although the simple scenario in Fig. 1 does not
account for typical path exploration during BGP convergence, our
analysis of BGP updates collected by RIS and RV (Table 3), confirms
that recurring patterns are prevalent in real-world data. For this
experiment, we used one month of BGP data (July 2024) collected
from the top 35 VPs identified by MVP [6]. For the NLRI field
as well as the AS path and the community value attributes, we
categorized cases based on the number of prefixes in the NLRI field,
AS path length, and number of community values, respectively.
These categories are highlighted in , along with the percentage
of BGP updates that fall into each category. We found that 10% of
NLRI fields containing between two and five prefixes, a case that
accounts for of BGP updates (see two rows in Table 3),
repeat ten times or more (marked with the * symbol). Similarly,
25% of AS paths with a length of three to five, which account for
of BGP updates, repeat at least eight times (marked with the

symbol). Finally, 5% of community values containing three to five
entries, which account for of BGP updates, repeat ~15k times
(marked with theclosymbol).

Recurring entries in RIB dumps. BGP routes to most announced IP

prefixes remain relatively stable over time, changing primarily dur-
ing rare events such as reconfigurations or failures [36]. As a result,
many entries in consecutive RIB dumps are identical, especially
when the dumps are separated by only a few hours or days. Fig. 4
illustrates this stability by comparing, for each VP, the RIB from
July 1, 2024, with subsequent RIBs at intervals between them grad-
ually increasing from three to 30 days. We see that the RIBs slightly
change over time. For instance, after three days, 97% of RIB entries
remain identical in the median case. Naturally, the percentage of
identical entries decreases as the time interval between RIBs grows.
Yet, even after 30 days, 86% of the RIB entries remain unchanged.
The percentage dropped below 60% for only one VP during a short
timeframe, possibly due to backup path activation during a failure.
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Table 3: Distribution of the number of identical occurrences for each BGP
update component as observed in raw BGP updates on a per-VP basis—i.e.,
identical component values from distinct VPs are not considered recurrent.

Green symbols link table entries to the text.

Lossless BGP data compression scheme. We use two different
strategies to compress BGP updates and RIB dumps, which we
briefly describe below and detail further in §D.

BGP updates compression. We implement levels of indirection by

storing pointers for each component in a BGP update rather than
duplicating the values (a.k.a database normalization). These point-
ers reference a mapping table that associates each pointer with
the actual component value. Since component values can consume
significant space (e.g., many prefixes in the NLRI field, multiple
ASes in the AS path, or many community values), this indirection
achieves substantial compression. Table 3 presents the estimated
compression factors, defined as the ratio between the size of the
original BGP messages and the size achieved using our compres-
sion scheme (assuming four-byte pointers). Compression ranges
from 2X to 5% for NLRI fields, 4x to 8% for AS paths, and reaches
its highest efficiency with community values (3x to 41x), due to
their high redundancy.

RIB dumps compression. Instead of storing full RIB dumps for every

VP every eight or two hours (as done by RIS and RV, respectively),
we store a complete RIB dump at the start of each month and
then record partial RIB dumps every eight hours. These partial
dumps contain only the entries that differ from the full RIB stored
at the beginning of the month. Since over 86% of RIB entries remain
unchanged even after a month (Fig. 4), these partial RIB dumps
require significantly less storage compared to saving full RIB dumps.
Reconstructing a complete RIB at any point in time thus involves
three steps: (i) retrieving the most recent complete RIB prior to the
given time, (ii) updating it with the changes recorded in the most
recent partial dump prior to that time, and (iii), updating it with the
updates observed between that partial dump and the given time.

7 API DEFINITION

Defining an API that is both simple to use and expressive enough
to capture the wide variety of possible queries is challenging, given
the large breadth of the query space. To tackle this problem, we
followed a two-step methodology.

Step #1: Identifying the range of questions users are likely to

ask. We analyzed operator mailing lists [88] and publications from
top networking conferences to gain a comprehensive understanding
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Figure 4: Distribution of the percentage of
identical RIB entries across 20 full-feeders
VPs (eleven v4 and nine v6).

of what network operators and researchers seek from BGP data.
Our methodology involved the following steps:

Gathering. We automated processing of large volumes of sources
while ensuring an unbiased analysis (i.e., without prioritizing spe-
cific types of questions). We developed a web scraper to extract the
body text of emails from the NANOG mailing list since Jan. 2020
and the abstracts of research papers published at SSIGCOMM, NSDI,
and IMC since 2020.

Classification. We used ChatGPT to rate the likelihood that each
email or abstract involved BGP-related analysis. For example, we
prompted ChatGPT with the following request to evaluate paper
abstracts: “The following text is the abstract of a paper published in a
conference related to networking. Give me a score (from 1 to 10) that
this paper uses BGP data.” We classified entries scoring above five as
relevant to BGP (Positive cases), while we classified those scoring
five or below as irrelevant (Negative cases) and excluded them.
Validation. To ensure the accuracy of our classification, we manually
evaluated 5% of all emails and papers since 2020 to establish a
ground truth dataset—this involved manually scoring 1200 emails
and 41 papers. We considered an automated inference correct if it
matched the manual classification. Our automated classification

achieved an accuracy of 93% for emails and 91% for papers, where

; TP+TN
ACCUracy IS TpITN+FPTFN "

Question generation and sanitization. For all NANOG threads and
papers rated above five, we asked ChatGPT to summarize the BGP
analysis as a high-level question. We discarded questions that re-
quired additional knowledge not available in the BGP data as col-
lected by RIS and RV, such as questions about RPKI or those that
require running algorithms that are not standardized (e.g., for fail-
ure detection and localisation).

Improving clarity. We manually grouped similar questions and re-
fined their phrasing to remove ambiguities and ensure consistency.
For instance, we rephrased the question “How many stub ASes are
there?” to “How many ASes always appear at the end of the AS path
and never in the middle?”, avoiding ambiguity in the definition of a
stub AS. However, we retained terms like “Tier 1” and “blackhol-
ing communities” as they are well-defined in many sources (e.g.,
Wikipedia), allowing ChatGPT to interpret and handle them. Our
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analysis resulted in a set of 39 questions (Table 7). For each ques-
tion, we provide at least one reference to an email, research paper,
blog post, or tweet originating or discussing the question.

Parameters identification. Each question involves specific resources

(e.g., an IP prefix, an AS number, etc.) and may also target a partic-
ular date, time interval, or VP. We treated these as parameters (see
“Parameters” column in Table 7).

Step #2: Defining primitive functions to query the database.
From the 39 questions, we identified and implemented four primi-
tive functions that provide a high-level, intuitive interface to the
database:

e vantage_points: Retrieves a list of VPs matching specified cri-
teria provided as parameters (e.g., IP protocol).

e updates: Returns a list of BGP updates (at the prefix granularity
like with bgpreader, see Fig. 2) or a count of updates for a given
VP. This function supports multiple parameters e.g., for filtering
results by time interval, prefix, AS path, or community values.
Flexible filtering is enabled through regular expressions for many
parameters.

o rib: Fetches the RIB at a given time for a given VP. It supports
filtering by prefix, AS path, or community values, with regular
expressions available for flexible filtering.

e topology: Fetches the AS topology for a given VP.

We then developed an API with four endpoints, each corresponding
to one of the identified functions (Table 8). These endpoints gen-
erate SQL queries based on the provided parameters, retrieve the
relevant data from the database, and return it to the user. We also
created the pybgproutesapi Python library, which offers Python
functions that seamlessly interact with these endpoints. When com-
bined programmatically (e.g., within a Python script), these end-
points enable answers to all 39 questions with remarkably simple
programs.

8 CODE GENERATION

Current LLMs are often general-purpose, offering broad applica-
bility but lacking specialization. Additionally, no comprehensive
public repository of code snippets exists for answering BGP-related
questions, which could be leveraged to specialize an LLM through
prompt engineering. Thus, as we experimentally demonstrate in §C,
ChatGPT struggles to generate correct bgpstream-based code, even
with tailored prompt engineering. For example, with the following
simple question: "Write a Python code that returns all BGP updates
collected by the RouteViews vantage point with IP 45.68.16.3 and for
which the AS path contains both AS13335 and AS8919 on July 1, 2024.”
ChatGPT-5.1 produces an incorrect code snippet that improperly
uses the bgpstream library. Moreover, even if the generated code
is syntactically correct, it is not optimized for performance, leading
to execution times comparable to those in Table 2. We therefore
trained ChatGPT to generate domain-specific Python code that
uses the pybgproutesapi library to retrieve data efficiently from
the database and to accurately and swiftly answer BGP-related
questions (e.g., those listed in Table 7). We use the following steps.

Generating diverse phrasings. A question about BGP data can be

expressed in many ways, and common terms can appear in different
forms. For example, "vantage point" can be written as "VP" or "BGP
router”, while "IP prefix x.x.x.x/y" could be phrased as "subnet
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x.x.x.x with mask length y". We prompted ChatGPT to rephrase
each of the 39 questions in Table 7 into 20 different variations,
using alternative wordings. We manually reviewed the generated
questions, discarded one that was nonsensical, and used the 779
remaining ones (shared in §B) in the next steps.

Writing correct code snippets. For each of the 779 generated ques-

tions, we created (using a mix of manual writing and automation)
a Python script that produced the correct answer and uses the
pybgproutesapi library. Whenever possible, we leveraged param-
eters of the four primitive functions in the pybgproutesapi library
to optimize the code. For example, we utilized regular expressions
to minimize data retrieval volumes and accelerate script execution.
Parameters such as AS numbers, community values, and dates were
selected randomly for each question. These optimized code snippets
(shared in §B) serve as the ground truth for the next step.

Few-shot prompting. We trained ChatGPT-4o (the most recent ver-

sion available when we built ChatBGP) using the few-shot prompt-
ing technique—commonly referred to as “prompt engineering”—a
widely adopted method for tailoring LLMs to respond in a domain-
specific manner. In the training prompt, we first provided detailed
specifications for the four primitive functions in the pybgproutesapi
library, including their parameters and outputs. Then, we con-
catenated the 39 questions, randomly selecting from the various
phrasings we generated, alongside their corresponding correct and
optimized Python code. The resulting training prompt typically
contained ~15k tokens, well within ChatGPT’s token limits.

9 EVALUATION

We evaluate ChatBGP along three dimensions: the scalability and
soundness of its database design, and the speed and accuracy of its
generated code.

ChatBGP’s BGP data storing scheme exploits data redundancy
effectively. We show that the storage scheme reduces data volume
and becomes more efficient as the retention period grows.
Methodology. We evaluate ChatBGP’s data compression scheme (§6)
on PostgreSQL and compare it against three baselines: (i) MRT files
compressed with bzip2, the current best-case reference for BGP
data-volume compression; (ii) a PostgreSQL database that stores
MRT data as-is, where entries may correspond to multiple prefixes
sharing the same attribute values; (iii) a naive PostgreSQL-based ap-
proach that stores updates on a per-prefix basis (similar to the data
format produced by bgpreader in Fig. 2) and RIB dumps. Our eval-
uation focuses on data collected by the RIS collector rrc@4 (a rather
small collector) during July 2024, to limit storage requirements for
the experiment. Fig. 5 shows the results.

Results. The two PostgreSQL-based baselines imply a linear growth
in database size over time. Baseline ii (resp. baseline iii) used more
than 87GB (resp. 100GB) after 30 days. In contrast, ChatBGP’s
database size grows at a decreasing rate, as ChatBGP combines
repeated occurrences of the same data into single entries. For 30
days, ChatBGP’s database requires nine times less storage than
baseline iii, and is only one-fifth larger than compressed MRT files.
The design of ChatBGP’s BGP data storing scheme is sound.
We show that it provides the best tradeoffs for meeting the require-
ments in §3.
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baselines.

Methodology. We benchmark ChatBGP’s PostgreSQL-based storing
scheme (§6, §D) against two ClickHouse (i.e., columnar-oriented)
baselines: one using ChatBGP’s storing scheme and one “flat” base-
line that does not, i.e., updates are not decomposed into shared
tables and full RIBs are stored every eight hours to match RIS [2].
We omit flat PostgreSQL, which corresponds to the naive Post-
greSQL case in Fig. 5 and performs poorly in storage footprint.
For each configuration, we ingest one month of BGP data from 50
VPs at RIS collector rrc@9, including 20 full feeders. We measure
query execution time, ingestion time, and disk space usage. For
query execution, we test the three main ChatBGP API endpoints:
rib, updates, and topology; we omit vantage_points, which is
fast for all configurations. For each endpoint, we evaluate one-day
queries that either read all data or use common filters: exact prefix
matching over one or multiple prefixes, more-/less-specific prefix
matching, and regular-expression matching. These filters cover the
search patterns used by most questions in Table 7; for each end-
point and filter, Table 4 also reports the corresponding questions.
We report the results in Table 4.

Result #1: ChatBGP improves response time in key scenarios. No eval-
uated database configuration dominates across all search scenarios.
However, we observe a clear trend: the naive ClickHouse baseline
performs worst for all three endpoints when queries use no fil-
ter, and worse than ChatBGP with PostgreSQL when queries use
a single exact-prefix filter. For instance, for a rib query with an
exact-prefix match, ChatBGP with PostgreSQL returns the answer
in 0.06s on average, compared with 0.16s for naive ClickHouse
(2.7% slower). This difference matters, as most questions in Table 7
query endpoints either with no filter or with a single exact-prefix
filter, and some of these queries are time-critical. For instance, a
looking-glass query (see §10) requires a rib query with a single-
prefix match for each VP. When the number of VPs is large, a 2.7X
response-time difference can translate into excessive waiting time
for users. Naive ClickHouse performs better for queries with more
selective filters, such as prefix subnet matching (i.e., more-/less-
specific prefix matching) or regular-expression matching.

Result #2: ChatBGP’s data storing scheme reduces data volume and
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Table 4: Database benchmark results.

write pressure. Interestingly, using ChatBGP’s data storing scheme
with ClickHouse reduces write pressure by roughly a factor of two
compared to naive ClickHouse and decreases the data volume from
37GB to 8.40GB. ChatBGP with PostgreSQL provides the best write
performance and uses slightly less disk space than naive Click-
House. The fact that naive ClickHouse performs worse on both
storage footprint and write pressure highlights the usefulness of
ChatBGP’s data storing scheme. Key takeaways. The right database
choice depends on the platform requirements. For ChatBGP, the re-
quirements in §3 justify the scheme in §6. However, if users issue
more advanced-filter queries, naive ClickHouse may be preferable.
With more hardware, or for smaller deployments (e.g., an internal
network deployment rather than a global service), a hybrid architec-
ture is likely best: PostgreSQL with ChatBGP’s scheme and naive
ClickHouse can run jointly, with a backend query planner routing
each query to the expected fastest database. Conversely, if the num-
ber of VPs grows to several tens of thousands—which we believe
plausible with BMP, as it can export an order of magnitude more
data than a BGP session—ClickHouse with ChatBGP’s scheme may
become preferable because it has the smallest storage footprint.

ChatBGP generates correct code in most cases. We compare
ChatBGP against a baseline that always returns the correct code.

Methodology. The correct baseline corresponds to manually written
code snippets for each of the 39 questions in Table 7. We compare
the output of these snippets against the output of code generated by
ChatBGP using its few-shot prompting scheme (§8) limited to 25,000
tokens. For each question, we randomly select parameter values
(e.g., time interval or prefix), while ensuring that at least some
data is returned, thereby avoiding trivial empty-result cases. We
also excluded the evaluated from the few-shot prompting used by
ChatBGP, i.e., we used the 38 other questions to train ChatGPT. This
approach simulates a realistic scenario where a user asks ChatBGP
a question on which it has not been trained. When querying either
ChatBGP or the correct baseline, we also specify the expected output
format (e.g., an integer, a Python dictionary, or a list of AS paths), so
that outputs can be compared directly and differences in formatting
are not mistaken for incorrect answers. We evaluate the generated
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code ten times for each question. For each pair of answers, we
compute the Jaccard index: a score of 1 means the two outputs
contain the same elements, 0.5 means half of the elements overlap,
and 0 means that they share no elements.

Results. Table 5 shows the distribution of the jaccard scores. For
~90% of the runs, the output returned ChatBGP’s generate code is
identical to the correct baseline. For 5%, it is partially correct (e.g.,
could be lack of precision, or missing elements), and for the re-
maining 5% is fully incorrect. Most non-perfect cases come from
subtle semantic mismatches rather than syntactic failures. For in-
stance, for Q17, ChatBGP uses a RIB query instead of an update
query, leading to an inaccurate timestamp offset of roughly 2h15.
For Q22, ChatBGP queries hourly intervals starting at exact hours
(e.g., 01:00:00), whereas the baseline uses intervals starting at
00:59:59, 01:59:59, etc. For 036, ChatBGP uses a community reg-
exp that only matches when the queried community value appears
at the beginning of the community field, whereas the baseline also
matches the value after whitespace-separated community entries.
Further observations. The results suggest that question phrasing
and precision matter for ChatBGP to generate accurate code. We
confirm this in §E, where clearly phrased questions improve code-
generation accuracy by 7-13% compared with poorly phrased ones.
We also show in §E that the token budget matters, although perfor-
mance appears to converge after 15,000 tokens. Finally, ChatBGP
generates concise and intuitive code: the median snippet has only
20 lines of code (30 in the worst case). This makes it easier for users
to spot issues and request refinements, as illustrated in §E.

ChatBGP generates optimized code that greatly reduces data-
processing costs. We show that ChatBGP uses pybgproutesapi
filters whenever possible, minimizing the volume of data down-
loaded. We use data volume as the optimization metric, as it affects
execution time and required processing resources.

Methodology. We run the code generated by ChatBGP for the 39
questions in Table 7 and with 100 VPs, and compare the downloaded
data volume against three baselines. The best-case baseline consists
of manually written code snippets that use pybgproutesapi with
all its applicable filters to minimize data volume. The ChatBGP w/o
opti. baseline consists of manually written pybgproutesapi snip-
pets that use no optional filters, except the mandatory filters (e.g.,
VP and date parameters). The bgpstream baseline is the volume of
MRT files downloaded by bgpstream using all its available filters,
as in the experiment reported in Table 2.
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Result #1: pybgproutesapi’s endpoint design is sound and useful.
Fig. 6 shows the relative data volume downloaded by ChatBGP and
each baseline. For each question, the total data downloaded by Chat-
BGP and all baselines is normalized to 100%, with each segment
showing the fraction downloaded by ChatBGP or the correspond-
ing baseline. We see a significant gap between best-case and the
bgp2go-like baseline. This highlights that pybgproutesapi’s end-
point definitions and filtering parameters are well chosen: when
used carefully, they allow substantially reducing the data down-
loaded, often down to only a few bytes. Without these filters, Chat-
BGP would perform roughly like the ChatBGP w/o opti. baseline,
which performs similarly to the bgp2go-like baseline, i.e., the state-
of-the-art MRT counterpart.

Result #2: ChatBGP generates optimized code. Fig. 6 shows that Chat-
BGP downloads the same amount of data as the best-case baseline
for almost all questions, often orders of magnitude less than the
bgp2go-like and bgpstream baselines (MBs instead of GBs). This
demonstrates that ChatBGP exploits pybgproutesapi’s filters and
generates optimized code snippets. The total downloaded data vol-
ume (ChatBGP plus all baselines) is shown above each bar to indi-
cate the order of magnitude. Cases where ChatBGP and the best-case
baseline still download GBs of data (e.g., Q1, 023, Q30) correspond
to questions that inevitably require retrieving full RIBs.

ChatBGP gives quick answers. We evaluate the execution time
of Python codes that use ChatBGP’s API to answer queries.
ChatBGP setup. We deployed ChatBGP on a server with 24 cores,
62GB of RAM, an SSD with a 5GB/s write speed, and a 10Gb/s
Internet connection. We used PostgreSQL as the backend database
and the same sliding-window data retention mechanism as in our
production deployment (§10). To simulate real-world workloads
during the experiment, we continuously inserted new data from
800 VPs (i.e., roughly the number of VPs from platforms such as
RV) while removing older data.

Client setup. For each question in Table 7, we ran the manually
written code snippets used to train ChatBGP (§8) and measured
their execution time. We executed these snippets from the same
VM used to evaluate bgpstream [92] in §4 (Table 2), enabling a fair
comparison.

Evaluation methodology. As in §4 for Table 2, we categorized ques-

tions into three groups—Green, Light blue, and Yellow—based on
whether their execution time was evaluated with varying numbers
of VPs and time intervals. We used the same VPs as in Table 2, i.e.,
the ones provided by MVP [6], which include VPs from RIS and
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Q17 762B
Q19 3KB
# of VPs: 2 # of VPs: 10 # of VPs: 35 # of VPs: 200
Q3 17MB 241MB 779MB 8GB
Q11 20MB 241MB 788MB 8GB
Q12 4B 536B 3KB 60KB
Q27 2B 2B 2B 1B
Time interval Time interval Time interval Time interval
1 hour 1 day 10 days 100 days 1 hour 1 day 10 days 1 hour 1 day 1 day
Q9 4B 4B 4KB 46KB 253B 18B 184KB 64B 11KB 9KB
Q24 1B 4B 123B 640B 18B 18B 138B 64B 547B 4KB
Q33 13B 17B 19B 20B 57B 69B 76B 211B 248B 2KB
Q36 4B 541B 4B 4B 18B 18B 18B 795B 64B 15KB

Table 6: Time (orange) and data volume (gray) required to query ChatBGP ’s optimized database and answer each of the ten
benchmark questions, compared to the results of analyzing MRT files using bgpstream (Table 2).

RV. Other parameters, such as the prefix, AS number, community
value, or a date (when no time period is required) are chosen ran-
domly when applicable. Execution times and data volumes may
vary across runs due to the random selection of certain parameters,
e.g., the same question targeting two different ASes—a Tier 1 ver-
sus a stub AS—might return different numbers of updates, leading
to variations in execution time and data size. Despite these differ-
ences for individual questions, the overall results were consistent
across questions within a category. Thus, we focus on a single run
of these questions.

Result #1: ChatBGP gives answers in seconds or a few minutes. Table

shows the execution times of the Python code snippets querying
ChatBGP’s database and compares them with the time required to
answer the same ten questions by analyzing MRT-based archives
using bgpstream (Table 2). Table 9 (Appendix) reports execution
times for all 39 questions. Across a broad range of questions and
parameters, the ChatBGP-generated Python code provides answers
within a few seconds. For example, Q3 completes in one minute
using ten VPs, and Q36 takes ten seconds when considering a ten-
day time interval and ten VPs. Execution time increases with the
number of VPs and with the length of the time interval when its a
parameter (yellow questions). However, execution remains rather
fast, typically within a few minutes, e.g., with 200 VPs, Q12 and
Q33 are answered in two to four minutes respectively.

Result #2: ChatBGP provides answers faster compared to MRT-
file-based methods. Table 6 reports the speed-up factors (next to the

| symbols) for the ten questions used to benchmark bgpstream,

calculated as the ratio of execution times between bgpstream and

ChatBGP. We can see that the speed-up factor is often greater

than 10X, frequently exceeds 100X (e.g., for Q27 with 200 VPs),

and sometimes surpasses 1000x (e.g., for Q9 with two VPs over a

100-day interval).

Result #3: ChatBGP’s speed comes from downloading and processing
little data. Table 6 reports the data volumes downloaded by the gen-
erated Python snippets, and Table 9 (Appendix) also reports data-
reduction factors for these ten questions (highlighted in light red),

computed like speed-up factors but using data volume. For nearly

all questions, the data-reduction factor exceeds 10X, meaning that

ChatBGP downloads at most ¥/10th of the data required by bgpstream.

For most questions requiring BGP updates (i.e., those marked in
yellow), the data-reduction factor exceeds 1000x (indicated by the
|l symbol). As expected, speed-up and data-reduction factors are
strongly correlated: the less irrelevant data ChatBGP downloads,

6
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the larger the speed-up. However, as the number of VPs increases,
data-reduction and speed-up factors decrease, because MRT files
contain a larger fraction of relevant data. This provides a practi-
cal guideline: MRT processing is reasonable when queries require
nearly all available data, whereas ChatBGP is better suited for se-
lective queries that retrieve specific subsets of BGP data.

10 CHATBGP IN THE REAL WORLD

ChatBGP operates efficiently. We run ChatBGP on a commod-
ity server equipped with an AMD EPYC 9454P 48-core processor,
192 GB of RAM, and a 20 TB SSD hosting PostgreSQL. ChatBGP
continuously ingests new data from 5,000 vantage points (the ones
from RIS [2], RV [112], bgproutes.io [32], PCH [93], and CGTF [20]),
remove outdated data, and handle user queries.

Backend server load. Currently, ChatBGP receives approximately
15,000 API queries per day from dozens of users (excluding the
requests performed by our CI/CD pipeline). While we cannot always
determine who originates these requests, we know that the users
include both network operators and researchers, most of whom do
not collaborate with us. This relatively high number of requests
is partly explained by our rate limits, which require users to split
some large queries into multiple smaller ones. Over the last five
days, only 0.008% of these requests resulted in an error, while all
others were successfully answered. Note that most of these errors
were not due to a lack of server resources, but rather to malformed
queries or rate limiting. A small number of heavy hitters (fewer
than five) generate the majority of requests, whereas most users
issue only sporadic queries. All API endpoints are queried regularly,
although the updates endpoint dominates due to a single heavy
user using it with the AS-path regular-expression filters. Despite
this activity, the system load remains low: The average 15-minute
CPU load is only 11.64%. Disk activity also remains well within the
system’s I/O capacity, with around 5,400 reads/s (= 99 MB/s) and 650
writes/s (= 16 MB/s), and extremely low I/O latencies (0.11 ms read,
0.07 ms write). This confirms that the current workload is far from
saturating the hardware and that the server could accommodate
additional VPs and query volume.

Disk space usage. Our server stores 45 days of data collected from

5,000 VPs, all queryable by users. This dataset consumes only ~9TB
of disk space. With our 20TB SSD, we therefore expect to retain
roughly three months of data. Larger-scale deployments or longer
retention periods (e.g., multiple years) are naturally possible thanks
to ChatBGP’s data storage scheme, which, aside from high com-
pression rate, allows data, and thus query load, to be distributed
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across multiple servers. In particular, data can be partitioned across
servers on a per-VP basis: each VP has its own dedicated set of
database tables (§6), and the primitive functions updates and rib
operate per VP (§8). In §11, we further discuss how existing lossy
compression strategies can be integrated into ChatBGP to extend
data retention without increasing disk space usage.

ChatBGP is useful. We give three examples.

Automating Graph Generation. ChatBGP can generate code for plot-
ting figures based on BGP data using tools like the matplotlib
Python library. For instance, we generated Fig. 4 using ChatBGP
(the exact query is detailed in §B). With only minor adjustments
to improve the visual design of the plot, we were able to gener-
ate Fig. 4 in ~15 minutes (code available in §B). This capability to
rapidly generate figures for BGP data analysis could enhance the
flexibility of existing static dashboards (e.g., RIPEstat) and facilitate
reproducibility [11].

Giant looking glass. A key BGP observability tool is the looking

glass [24, 91, 96], which shows the RIB entry for a prefix across
many VPs, or its absence when reachability is missing. Useful fea-
tures for a looking glass include, (i) retrieving data from as many
VPs as possible (ii) being fast (iii) supporting advanced filtering
options e.g., AS-path or community regular expressions, and (iv)
inspecting RIB entries in real time and at any point in time. With
ChatBGP, users can implement a looking glass with all these fea-
tures in just a few lines of code. In our production deployment, we
provide such a dashboard that displays entries for all 5,000+ VPs in
~10s.

Setting the BGP maximum prefix. The BGP maximum prefix option

restarts or shuts down a session when a peer announces more
prefixes than a configured threshold, helping detect misconfigura-
tions and limit route leaks. One network operator uses ChatBGP
to set this limit on its route server: a daily 100-line Python script
counts, for each IXP member, RIB entries whose AS path contains
the member’s ASN, considering only VPs in Tier-1 ASes. The op-
erator then uses these counts to estimate each member’s expected
route announcements and configure the corresponding limits.

11 RELATED WORK AND TAKEAWAYS

Tools for analyzing large BGP datasets. bgpstream[92] and
bgpkit[14] are libraries for downloading and parsing MRT archives.
BGP2GO [18] is a service that returns a list of MRT update file URLs
containing a specified BGP update component value. This allows
users to minimize the total data they need to download when search-
ing for a single prefix, ASN, or community. However, BGP2GO only
indexes MRT update files from RV, limiting its coverage. Recently,
RIPE has begun publishing BGP data in the Parquet format, en-
abling SQL-based analyses directly on the data [23]. While this
speeds up local processing and integrates well with data-science
tools, users must still download large Parquet files, even when most
of which are irrelevant to their query.

Takeaway. While ChatBGP excels at retrieving specific portions of
the data, downloading and parsing MRT archives remains useful
for large-scale queries requiring all updates or full RIB dumps from
many VPs (such as Q3and Q11). ChatBGP is still faster in these cases
(see Table 6), but downloading MRT files avoids putting sustained
pressure on the I/O resources of our servers. In our production
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deployment, we therefore use rate limiting to guide users toward
our API for queries requiring narrow, targeted slices of the data,
while directing bulk, high-volume data transfers to MRT archives
instead.

BGP compression techniques Zhu et al. proposed a lossless com-
pression method that merges multiple consecutive overlapping RIB
dumps into one table [117], although it does not support retrieving
RIBs at arbitrary points in time. Recent lossy BGP data compres-
sion techniques aim to reduce storage requirements by identifying
and eliminating redundancy in BGP data [6, 7].

Takeaway. These lossy approaches can be seamlessly integrated
into ChatBGP ’s storage scheme to enhance scalability and cost ef-
ficiency. For example, MVP detects groups of redundant VPs [6];
when combined with ChatBGP, only the data from a single repre-
sentative VP in each group could be retained long term, while the
rest are discarded after a short retention period. Similarly, some
VPs are inherently noisy and disproportionately increase storage
usage [37]; storing data from these VPs only temporarily would still
support meaningful analyses while enabling long-term, low-cost
data retention.

Translating high-level queries into code and SQL queries. LLMs
have demonstrated great potential in converting high-level natural
language queries into actionable database commands (a.k.a Text-
to-SQL [1, 115]) using prompt engineering (e.g., [27, 35]). Akin
to ChatBGP, some works extend beyond query translation to in-
clude code generation for more flexible data analysis and visualiza-
tion [116]. Yet, these models are often general-purpose, whereas
ChatBGP is tailored to questions about BGP data. Morever, beyond
generating SQL queries, ChatBGP produces code that is not only
syntactically correct but also performance-optimized.

Chatbots for querying networking data. ChatIYP is a chatbot
for the Internet Yellow Page [8, 26]. Kotaru et al. [42] proposed
a system enabling network operators to query domain-specific
databases containing local network metrics such as logs and flow-
level data. While these systems share some design principles with
ChatBGP —such as gathering operator questions or employing
prompt engineering—they are not specialized for raw BGP data.
BGP data introduces unique challenges, including managing large
volumes of data and supporting diverse, complex queries, all while
meeting requirements for speed, accuracy, and scalability.

12 CONCLUDING REMARKS

We do not claim ChatBGP solves all BGP data analysis challenges,
but it bridges the gap between advanced Al-driven tools, such as
LLMs, and BGP data, opening a new frontier that can transform
BGP research, operations, and education. We have already taken
the concrete step of integrating ChatBGP into an existing public
BGP route collection platform. Our next aspiration is to adapt the
approach we developed for ChatBGP’s to the integration of other
datasets, both BGP-related (e.g., RPKI-ROA), as well as other infras-
tructure data (e.g., RIPE Atlas [95] or IYP [26]). We optimistically
hope such techniques can shift the playing field in favor of Internet
infrastructure security, stability, and resilience.

Ethics. This work does not raise any ethical issues.
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Questions
Autonomous System (AS)
How many ASes are in the routing system ?

Identify ASes that are always either at the beginning or at the end of the AS path, meaning that never appear

in the middle, and that have at least two different neighbors

How many ASes appear always at the end of the AS path and never in the middle

How many ASes always appear at the middle of the AS paths and never at one end?

Does AS x appear in an AS path used to reach prefix p ?

Which AS is using AS path prepending, i.e. same AS prepended?

AS path

What is the average length of an AS path in the routing table ?

Which are the AS paths where AS x appears ?

What are the paths where AS x is at the origin, ie the last AS?

How often the AS path from AS x to AS y matches the inverted AS path between AS y to AS x?
What is the percentage of single hop AS paths ?

Connectivity

‘Who are AS’s x neighbors ?

What is the shortest distance between AS x and AS y in terms of AS hops ?

Are AS x and AS y connected ?

Which ASes are connected to AS x without being at the beginning or at the end of the AS path?
Which proportion of the route pass through AS x ?

Time

When did AS x appear in the routing table ?

Since when AS x and AS y are connected ?

‘What time was the last update observed for prefix p for every vantage point?

‘What is the most recent day for which AS x and AS y appear disconnected from all the vantage points?

Was there a burst of withdrawals i.e., 2 times more withdrawals than the average on other time periods with

the same duration

Give me the number of announcements that were collected for every hour.

What is the visibility growth in terms number of distinct AS links observed for every VP?
IP prefix

Did the last AS in any AS paths for prefix p change?

How many prefixes can we see?

‘What are the routing changes for prefix p ?

Can we see prefix p ?

‘Which ASes originate prefix p ?

How many bogon prefixes are announced by AS x ?

Among the ASes that announce an IPv4 prefix, what is the proportion that also announce an IPv6 prefix?
How many /24 AS x is announcing?

Which prefixes are originated by AS x?

Vantage Point (VP)

Rank the vantage points based on the number of updates they collected.

‘What is the size of the RIB of peer p?

Community Values

‘Which updates announce a blackholing community ?

‘Which updates hold community ¢ ?

Which updates use large communities ?

How many distinct community values are related to AS x, i.e how many community values start with x?
What are the community values for prefix p ?

Parameters

IP protocol, date, VP
IP protocol, date, VP

IP protocol, date, VP

IP protocol, date, VP
date, VP, IP prefix, AS x
date, VP

IP protocol, date, VP

time interval, VP, AS x

time interval, AS x, VP

date, VP, IP protocol, AS x, ASy
date, VP, IP protocol

IP protocol, date, VP, AS x

IP protocol, date, VP, AS x, ASy
IP protocol, date, VP, AS x, ASy
IP protocol, date, VP, AS x

date, VP, AS x

IP protocol, VP, AS x

IP protocol, VP, AS x, ASy
IP prefix

IP protocol, AS x, ASy
time interval, VP

time interval, VP
time interval

IP prefix, VP, time interval
date, VP, IP protocol

time interval, VP, IP protocol, IP prefix

date, VP, IP prefix

date, VP, IP prefix

date, VP, AS x, IP protocol
date, VP

date, AS x, IP protocol
date, VP, IP protocol, AS x

time interval, VP
date, VP

time interval, VP

time interval, VP, community set
time interval, VP

date, VP, AS x

date, VP, IP prefix

Inspired from

[22, 54]
[15][51, 53][38]

[54][94][107]
[54][9][107]

69, 71]
[54][97][61, 64][84]

[54][45]
[63, 70, 75]
[73, 78]
[104](77]
[85]

[56, 56][34]
65, 66]

[90]
(47]
[48]
16, 47]
62, 68]

68]
[100]

[109][60]

[22, 54][81][29]
[99][49, 72]

[60, 69, 75]
[114][50, 57, 73]
67, 102]
[16][55]

[108]

[60]

[113]
[9][76]

[59](29]
[59][43]
[30][43)
[44]
[43]

RIPEstat

AXXXX T UX T UAXRXTTAXN XN XAXUN (XX UXN XX UXX XUXX %X

> Questions marked with a red arrow and highlighted in light red are used in our BGPstream evaluation (Table 2).

[X] Blue references indicate automated tools such as RIPEstat.
[X] Green references indicate blog posts, such as those from RIPE or APNIC or posts from social medias (Twitter).
[X] Orange references indicate emails from mailing lists, primarily from the NANOG mailing list.

Gray references indicate research papers published in top conferences.

Rows with a gray background indicates the scope of the following questions.

v/ Green checks indicate questions that can be answered using the RIPEstat API with a single or a small number of API calls.

X Red crosses indicate questions that cannot be answered using the RIPEstat API or require an excessive number of API calls (e.g., more than 1,000).

Table 7: List of questions, along with their parameters, related to the BGP data as collected by BGP routes collection platforms
such as RIS and RV, and collected using the methodology described in §8.
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A USE OF GENERATIVE Al

All Python code snippets produced by ChatBGP were generated
by ChatGPT; this is the very essence of ChatBGP —using LLMs
to lower the barrier to working with BGP data. As mentioned in
§10, the Python script used to generate Fig. 4 was also produced
by ChatBGP —and therefore by ChatGPT. Finally, all substantive
content of the paper was authored by the researchers; the LLM was
used only for stylistic, grammatical, or formatting refinements.

B EVALUATION ARTIFACTS

To facilitate reproducibility, we make several artifacts available in
a Git repository:
https://github.com/bgproutes-io/chatbgp_imc26_artifacts.

These include the prompt generator of ChatBGP (§B.1) and addi-
tional software materials to enable a more thorough evaluation of
ChatBGP (§B.2).

B.1 ChatBGP’s code generator

A Python script is included to test ChatBGP’s prompt generation.
The script takes three inputs:

o A selection of 39 questions from the 779 generated BGP-related
question set;

o Corresponding code for each selected question, generated from
the code skeletons, by replacing macros with actual parameter
values;

o Specifications of pybgproutesapi primitive functions.

With these inputs, the script generates a prompt that we can use for
the few-shot prompting. Below, we highlight two considerations
for users of ChatBGP’s prompt generator.

Scope of queries. ChatBGP is specifically designed to answer
queries about BGP data as collected by route collection platforms
and detailed in Fig. 2. Thus, ChatBGP cannot generate accurate code
for BGP-related questions requiring external data (e.g., RPKI-ROA)
or advanced algorithms (e.g., for business relationship inference).
For such cases, the pybgproutesapi library remains valuable for
retrieving BGP data efficiently, but users still need to manually
write their code.

BGP route aggregation. We designed ChatBGP’s primitive func-
tions to exclude updates containing AS paths with AS-sets (resulting
from route aggregation). This simplifies their specifications—e.g.,
AS paths can be represented as a list of integers instead of a list of
lists—improving code generation accuracy. This design choice does
not affect the user experience, as AS-sets are rarely used, have lim-
ited relevance (none of the 39 questions in Table 9 involve AS-sets),
and are discouraged in practice [106]. Observe that ChatBGP’s data-
base still stores routes with AS-sets, allowing them to be retrieved
if needed, e.g., through other possible primitive functions.

B.2 Software artifacts
We categorize our artifacts as follows:

Code generation artifacts.

Generated BGP-related questions. We share a JSON file containing
the set of questions generated using the methodology described
in §8. This dataset includes a total of 779 questions. Each question
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in the JSON file has parameter values (parameters are shown in
Table 7).

Code skeletons for training ChatGPT. We provide 39 code skeletons
used for few-shot prompting, one for each question listed in Table 7.
These skeletons include macros (i.e., keywords) designed to be
replaced with actual parameter values (which are in the JSON file
with the 779 questions) when generating the final code.

Prompt and code for bgpstream-based code generation (§C).

We provide the complete prompt used to implement the prompt-
engineering scheme for generating bgpstream-based code with
ChatGPT. Additionally, we share the code snippets generated during
this process, most of which are incorrect (except for three questions,
as detailed in §C).

Artifacts to produce results.

Code for generating results in Table 2. We release Python

scripts utilizing the bgpstreamlibrary to measure the time required
to answer BGP-related questions using MRT-based archives.

Code for generating results in Table 9. We provide Python

scripts that use the pybgproutesapi library to evaluate ChatBGP
’s backend performance. These scripts measure the response time
for typical queries and provide insights into the expected user
experience with ChatBGP.

Code for generating Fig. 4. To generate Fig. 4, we provided ChatBGP

with the following query: “Create a figure using the matplotlib library
to visualize the percentage of identical entries between a reference
RIB and subsequent RIBs. Identical entries are defined as having the
same prefix, AS path, and community values. Use the RIB from July
1, 2024, as the reference (retrieved once) and compare it to RIBs from
the following days in three-day intervals up to July 31, 2024. Include
data from 20 VPs and parallelize the process across multiple cores to
optimize computations for both VPs and dates. Represent the results in
the figure using a boxplot for each time step, showing the distribution
of percentages across the 20 VPs.” As explained in §10, we made
minor modifications to the code generated by ChatBGP to enhance
the visual design of the figure. We also slightly modified the script
by reducing the number of VPs used, allowing it to generate the
figure more quickly.

C GENERATING CODE TO ANALYZE BGP
DATA IS CHALLENGING

Prompt engineering, including its subset few-shot learning, is a
widely used technique for adapting LLMs to specific domains, such
as generating code for targeted use cases. In this section, we provide
additional detail on how we demonstrated that generating accurate
and efficient Python code for retrieving and analyzing BGP data is
challenging. More precisely, we experimentally show that applying
prompt engineering without carefully defining the API as explained
in §7 (i.e., identifying the range of queries to address and defining
simple and intuitive primitive functions) and without incorporating
the key steps outlined in §8 (i.e., providing carefully crafted code
snippets as ground truth), leads to numerous errors.
Methodology. We trained ChatGPT-5.1 using a prompt-engineering
scheme to generate Python code that uses the bgpstream library
for downloading and analyzing BGP data (MRT files). We chose
bgpstream for three reasons: (i) it represents the state-of-the-art
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tool for BGP data analysis, (ii) it is capable of addressing all 39 ques-
tions listed in Table 7 when code is generated manually, and (iii)
it is accompanied by comprehensive documentation with several
examples.

Our prompt-engineering scheme works as follows. First, we in-
clude in the prompt the official documentation for the objects and
functions provided by the bgpstream library, available at https://
bgpstream.caida.org/docs/api/pybgpstream/_pybgpstream.html.
Next, we incorporate examples from the tutorials on the bgpstream
website, located at https://bgpstream.caida.org/docs/tutorials/
pybgpstream, to provide practical use cases. Finally, we identi-
fied two GitHub repositories that use the bgpstream library and
included their code along with their accompanying documenta-
tion in the prompt. These two GitHub repositories are https://
gist.github.com/codeout/74ade8e269abd3f4bed66787¢63f9c9b and
https://github.com/estcarisimo/BGP- Collector- Analysis- Toolkit.
We excluded other repositories where bgpstream-related lines con-
stituted only a small percentage of the total codebase.

Once ChatGPT-5.1 was loaded with this prompt, we posed the
39 questions listed in Table 7 individually, each phrased identi-
cally to the human-generated questions used to evaluate ChatBGP
(Table 10). The prompt contained approximately 9,000 tokens—a
token budget under which ChatBGP achieves over 82% accuracy
in generating correct code snippets for human-phrased questions
(Table 10).

Results. Using this prompt-engineering scheme, ChatGPT-5.1
generated fully correct code snippets for only nine questions (Q8,
09, 021, Q22, Q23, Q26, O34, Q33 and Q36). For most other ques-
tions, while the high-level logic was often reasonable, the use
of the bgpstream library was either incorrect or highly subop-
timal (e.g., processing multiple RIB dumps when a single one was
sufficient). These issues led to execution failures, incorrect out-
puts, or substantially increased running times. A recurring prob-
lem is that bgpstream cannot retrieve a RIB at an arbitrary times-
tamp—it can only load RIBs at the moments when RIS or RV export
them—causing many queries to fail. Another common source of er-
rors was improper filter usage; for example, in Q10, an incorrect
AS-path regular expression was applied. In some cases, the returned
values were entirely wrong; for instance, in Q37, the regular ex-
pression for matching large communities was incorrect, producing
erroneous results. For the questions in the Time section of Table 7,
the generated code was often incorrect because it processed RIB
dumps instead updates. Overall, the success rate (23%) is markedly
lower than ChatBGP ’s accuracy (Table 10).

Artifacts. We share the prompt and codes used in the experiment
in §B.

D DETAILED BGP DATA ENCODING SCHEME

We now detail the database storage scheme used by ChatBGP and
introduced in §6. Recall that this scheme is effective because BGP
data is highly redundant and therefore exposes high compression
opportunities.

Database structure. Fig. 7 illustrates the architecture of Chat-
BGP’s database. The VANTAGE_POINTS table lists all VPs along
with their characteristics, e.g., the IP address and AS number. Each
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2 1/8,100/8 2 561234 2 41222:100
X 40/8, 100/8 X 1235765 X 75:10 45:100

Figure 7: ChatBGP ’s database structure. Each VP has dedi-
cated tables to store BGP updates and RIB dumps.

VP has its own set of tables: UPDATES stores the raw BGP up-
dates received by the VP, while RIB_ORIGIN and RIB_DIFFERENCE
store the full and partial RIBs, respectively, for that VP. In these
tables, components such as prefixes, AS paths, and community val-
ues are stored as pointers. Pointer tables— PREFIX_SET, AS_PATH,
and COMMUNITY —map each pointer to its actual value. In our
production setup, which uses PostgreSQL (§10), across all VPs, ap-
proximately three quarters of the disk space are occupied by the
UPDATES tables, followed by the RIB_ORIGIN and RIB_DIFFERENCE
tables. The remaining tables— PREFIX_SET, AS_PATH, and
COMMUNITY —consume comparatively little space.

Optimizations for fast data retrieval with PostgreSQL. By
default, PostgreSQL scans the table row by row to locate entries
matching a query (e.g., BGP updates within a specified time in-
terval). This approach is inefficient for large tables and complex
queries such as regular expression matching. ChatBGP thus relies
on two optimizations to enable fast data retrieval.

Column indexing: We configure PostgreSQL to creates a tree-like
structure for specific columns (a.k.a indexing), allowing search
operations to execute in an average time complexity of O(log(n))
at the cost of slightly increased memory usage. For ChatBGP, we
index the time and pointer columns.

Limited regular expression query space: Indexing is less effective for

columns storing strings, e.g., prefixes, AS paths, and community val-
ues. Thus, queries requiring regular expression matching on these
columns (e.g., the code snippet in §5) must scan the entire table.
Fortunately, regular expression matching on BGP updates is ap-
plied to the pointer tables that store the actual value of the update
components in string format, and which are significantly smaller
than the main tables. For instance, after processing 100 days of data
(July to Oct. 2024) for a full feeder IPv4 VP, the |AS_PATH table con-
tains 340k entries—~21x fewer than the UPDATE table. Similarly,
the PREFIX_SET and COMMUNITY table contains ~8x and ~216x
fewer entries, respectively, than the UPDATE table. The reduced
size of these pointer tables allows regular expression matching
to quickly execute. Note that regular expression matching on the
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prefix of RIB dumps is executed directly on the RIB_ORIGIN and
RIB_DIFFERENCE tables. Yet, the size of these tables is bounded by
the number of announced prefixes, i.e., * 1M rows for IPv4 and
222k for IPv6 [22].

Data removal. Since each VP has its own dedicated tables, Chat-
BGP’s operator can remove data on a per-VP basis, e.g., when a VP
is deemed unreliable or faulty. Data can also be removed at a finer
granularity (e.g., removing specific updates), which is useful for im-
plementing a sliding window to retain only the most recent days
of data (see §9).

E SENSITIVITY OF CHATBGP CODE
GENERATION

The correctness of code generated by ChatBGP (evaluated in §9)
depends on several factors: (i) the complexity of the question, (ii)
the clarity in phrasing of the question, and (iii) the number of
tokens used for training ChatGPT.

Methodology. The methodology is similar to the one used in §9 to
measure the correctness of generated code (Table 5), except that
we now manually assess correctness. This allows us to count code
as correct when it is semantically valid for a human user, even if
it differs from the programmatic baseline (e.g., using hourly inter-
vals such as 23:00:00-00:00: 00 instead of 22:59:00-23:59:00
is considered correct). We also assessed the impact of phrasing pre-
cision by using two levels of question clarity. In the first scenario,
questions were generated by the older and less capable ChatGPT-
3.5, e.g., ChatGPT-3.5 might phrase Q27 like "Can we access the
data for prefix p", which is ambiguous. In the second scenario, we
rewrote the questions to be more clear and precise. Finally, we in-
vestigated the impact of varying the token budget for training to
construct the prompt (§8). With a 5k token limit, not all 39 ques-
tions and their ground-truth code snippets could be included in
the prompt. Using 15k tokens, the default in ChatBGP’s design, al-
lowed us to include each question exactly once. Lastly, a 30k token
limit enabled inclusion of each question twice.

Results. Table 10 presents the percentage of questions for which
ChatBGP generated correct Python code and lists the specific ques-
tion numbers where ChatBGP failed to produce correct codes. When
a human wrote the question, ChatBGP achieved a success rate of 92-
95% with 30k and 15k tokens, respectively. Even with poor phrasing,
ChatBGP generated accurate code snippets over 80% of the time. As
expected, increasing the number of tokens used in few-shot learn-
ing improved the accuracy of the generated code. Interestingly, the
accuracy with 15k tokens was slightly higher than with 30k tokens
when questions were phrased by humans. This suggests that the
performance of few-shot learning began to converge at 15k tokens—
the threshold at which all 39 questions are included at least once in
the prompt. Any differences at higher token counts are likely due to
the inherent randomness of the probabilistic models underpinning
LLMs. Finally, questions leading to incorrect code were often the
more complex ones, e.g., Q10 is challenging to phrase clearly and
answer accurately—even for a human, who might question whether
sub-paths between the two ASes should be considered—and thus
frequently resulted in an incorrect code snippet. Note that even
when the generated code snippets are not fully correct, they remain
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simple and concise (20 lines in the median case), making it easy for
users to spot issues and request refinements (§E).
Asking for refinements. In rare cases where ChatBGP generates an

incorrect Python code, users can request refinements to correct
the error. We illustrate such a case with an incorrect code snippet
that ChatBGP produced when we evaluated its accuracy in §9 (Ta-
ble 10), for Q11, using 30k tokens, when the question, phrased by
ChatGPT 3.5, was: What is the percentage of single hop AS paths ob-
served on 3/1/24 at 15:21:05 from peers 143.192.143.111, 50.188.246.246,
103.52.15.204, and 2402:1b80::1. The incorrect code, shown in List-
ing 1, consists of 30 lines, making it easy to spot the mistake: it
incorrectly classifies AS paths of length one as single-hop paths
(line 20). This likely results from ambiguities or lack of precision in
the question phrasing. In such cases, a user can refine their request
by asking: “A single-hop AS path contains exactly two AS numbers,
not one. Fix it.” and ChatBGP then generates the correct code.

from pybgproutesapi impcrt *

e th wwph

iz p AS path count a
m.gle hup path_ count = 0

tal AS path count

total_as_path_count = 0
Get the right set of vantage points to ret
selected _vantage_ po)nls = vantage_ po)nls(vanl’\ge points=['143.192.143.111",
50.188.246.246 ', '103.52.15.204 ', '2402:1b80::1"'])

for Vantage pmnl in selected Vantage polnM
rm n ( for thi intage point
1

US ()1 2024 15 21 ()) )

rib ‘data = vib (vantage point. date"

ntries in ib
nity in rib_ data values():

I ¥ al AS path coun
total as path Lount += 1

over all

for aspalh com

Check if AS path is a singl
if len(aspath) —= 1:
single hop_path count += 1

le hop

[¢ la centa In
lf total a> path ’coum > 0:
percenrage = (single_ hcp path_count / total_as_path_count) = 100
else:
percentage = 0

# Print the percentage
print (" {:.2 f}". format(percentage))
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Number of tokens used Percentage of correct code snippets

for the few-shot learning Questions written by chatGPT 3.5 ‘ Questions written by a human (us)
7500 (wrong for Q10, Q11, Q15, Q28, Q29, Q31, Q32, Q34, Q36) (wrong for Q10, Q13, Q19, Q20, Q24, Q35, Q39)
15000 (wrong for Q2, Q10, Q15, Q31, Q34, Q36, Q37) (wrong for Q9, Q15)
30000 (wrong for Q10, Q11, Q15, Q20, Q28, Q34) (wrong for Q2, Q10, Q20)

Table 10: Accuracy of ChatBGP’s code generation for the questions in Table 7.

Parameter Type Required Default Description

Endpoint: /vantage_points

vp_ids string or null no - Comma-separated list of VP IDs to filter.

vp_asns string or null no - Comma-separated list of ASNs to filter.

date string or null no - Date used to retrieve the VPs (YYYY-MM-DDTHH: MM: SS).
date_end string or null no - If set, check VP up within (date, date_end).
data_afi integer or null no both AFL: 4 for IPv4, 6 for IPv6; null includes both.
sources string or null no all Comma-separated collection platforms (e.g., ris, routeviews,bgproutes.io,pch,cgtf).
countries string or null no all Comma-separated VP IP geolocation country codes (e.g., FR, US, DE).
org_countries string or null no all Comma-separated org (ASN) country codes.
rib_size_v4 string or null no - RIB v4 filter: operator, value (e.g., >, 900000).
rib_size_v6 string or null no - RIB v6 filter: operator,value (e.g., 100000).
return_uptime_intervals boolean or null no false If true, include uptime intervals.

Endpoint: /updates

vp_ids string or null yes — Comma-separated VP IDs.

start_date string yes — Start time (YYYY-MM-DDTHH: MM: SS).

end_date string yes - End time (YYYY-MM-DDTHH: MM: SS).

data_afi integer or null no both AFL: 4 (IPv4), 6 (IPv6).

return_count boolean no false If true, return only a count.

chronological_order boolean no true true: ascending by time.

max_updates_to_return integer or null no - Upper bound on number of updates.

type_filter string or null no — Filter by update type.

prefix_filter string or null no — Filter by prefix.

prefix_exact_match string or null no - Exact prefix match control.

return_aspath boolean no true Include AS_PATH in results.

aspath_regexp string or null no - Regex over AS_PATH.

aspath_exact_match string or null no — Exact-match control for AS_PATH.

return_community boolean no true Include communities in results.

community_regexp string or null no - Regex over communities.

Endpoint: /rib

vp_ids string or null yes - Comma-separated VP IDs.

date string yes - Date used to retrieve the RIB (YYYY-MM-DDTHH:MM: SS).
data_afi integer or null no both AFL: 4 (IPv4), 6 (IPv6).

prefix_filter string or null no - Filter by prefix.

prefix_exact_match string or null no - Exact prefix match control.

return_aspath boolean no true Include AS_PATH in results.

aspath_exact_match string or null no - Exact-match control for AS_PATH.

aspath_regexp string or null no - Regex over AS_PATH.

return_community boolean no true Include communities in results.

community_regexp string or null no - Regex over communities.

return_count boolean no false If true, return only a count.

Endpoint: /topology

vp_ids string or null yes - Comma-separated VP IDs.

date string yes — Date used to retrieve the topology (YYYY-MM-DD or YYYY-MM-DDTHH:MM: SS).
directed boolean no false If true, return a directed graph; otherwise return an undirected graph.

Table 8: ChatBGP’s API endpoints and parameters. There is an AND logic across filters: Multiple filters must all be satisfied for
a result to be included (e.g., both prefix_exact_match and aspath_regexp must match). There is an OR logic within filters: If a
filter accepts multiple values, any of them may match (e.g., multiple entries in prefix_exact_match or prefix_filter).
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Q17 2m (] 13x) 762B ({J)
Q18 52s, 68B
Q19 5m (|65x) 3KB ({})
Q20 1m, 143B
Q23 7m, 2GB
# of VPs: 2 # of VPs: 10 # of VPs: 35 # of VPs: 200
01 14s, 16MB 60s, 240MB 3m, 779MB 23m, 8GB
Q2 15s, 18MB 1m, 241MB 3m, 778 MB 25m, 8GB
Q3 15s (] 10x) 17MB (] 26x) 1m (] 12x) 241MB (| 9x) 3m (]9x) 779MB (| 8x) 16m (|4x) 8GB (| 1x)
Q4 15s, 17MB 1m, 241MB 3m, 779MB 24m, 8GB
Q6 15s, 26MB 1m, 241MB 3m, 792MB 23m, 8GB
Q7 15s, 20MB 60s, 240MB 3m, 780MB 23m, 8GB
Q10 24s, 8B 50s, 36B 2m, 128B 9m, 780B
011 15s (19x) 20MB (|24x) 1m (|8x) 241MB (|7x) 3m (| 6x) 788MB (|5x) 15m (|3x) 8GB (»)
Q12 14s (18x) 4B ({}) 25s (|7x) 536B (|)) 1m (|3x) 3KB ({}) 4m (]2x) 60KB (|})
Q13 13s, 4B 25s, 18B 1m, 64B 5m, 390B
Q14 13s, 4B 26s, 18B 1m, 64B 5m, 390B
Q15 12s, 4B 25s, 2KB 1m, 1KB 5m, 13KB
Q16 15s, 16MB 60s, 239MB 3m, 774MB 21m, 8GB
Q25 14s, 14MB 1m, 241MB 3m, 774MB 27m, 8GB
Q27 11s (|9x) 2B () 4s (142x) 2B (|l) 4s (178x) 2B () 3s (1153x) 1B ({})
Q28 11s, 47B 19s, 255B 1m, 754B 2m, 8KB
Q29 14s, 4B 31s, 18B 1m, 64B 7m, 390B
Q30 15s, 21MB 1m, 241MB 3m, 787MB 23m, 8GB
Q32 10s, 490B 23s, 275B 1m, 1KB 4m, 603KB
Q34 13s, 11B 29s, 49B 1m, 178B 6m, 1KB
Q38 12s, 4B 24s, 18B 1m, 64B 4m, 390B
Q39 10s, 4B 19s, 265B 1m, 620B 3m, 5KB
Time interval Time interval Time interval Time interval
1 hour 1 day 10 days 100 days 1 hour 1 day 10 days 1 hour 1 day 1 day

08 6s, 4B 5s, 4B 10s, 268B 17s, 11KB | 11s, 18B 12s, 249B 17s, 2KB 465, 64B 47s, 5KB | 1m, 11KB
Q9 9s (=) 4B (|}) 5s (163x) 4B ({}) 8s (1376x) 4KB (|}) 11s (|}) 46KB ({}) 12s (|2x) 253B () 12s(|38x) 18B (|J) 17s (]252x) 184KB (|}) | 44s (=) 64B () 56s (/11x) 11KB ({}) 1m (]9x) 9KB (|})
Q21 51s, 1208 53s, 1508 1m, 170B ] 1m, 488B 1m,508 [ o KB 6m, 2KB ]
Q22 5s, 6MB 30s, 216MB 3m, 2GB 8m, 4GB 12s, 12MB 51s, 305MB 8m, 4GB 49s, 114MB 12m, 5GB 26m, 14GB
Q24 6s (12x)4B ()  5s(l62x)4B () 21s(]143x) 423B (|) 40s (1808x) 640B (|J) 11s (|4x) 18B (|}) 14s(|33x) 18B(]])  51s (|85x) 138B (l}) 51s () 64B ()  1m (|7x) 547B ({}) 3m (| 6x) 4KB ({})
Q26 6s, 4B 7s, 4B 19s, 4B 33s, 345B 7 11s, 18B 13s, 18B 27s, 2KB 45s, 64B 1m, 373B 7 3m, 2KB
Q33 5s (14x) 13B () 5s(l62x) 17B (l)  12s (|253x) 19B (|}) 22s ({)) 20B () 10s ([2x) 57B (})  12s (l46x) 69B (I})  32s(|121x) 76B () | 40s (=) 211B () 55s (] 20x) 248B (|} 2m (|8x) 2KB ({})
Q35 5s, IMB 7s, 21MB 29s, 259MB 1m, 677MB | 11s, 18B 10s, 5KB 12s, 350KB 41s, 2MB 48s, 38MB | 2m, 643MB
Q36 55 (14x) 4B () 55 (163x)541B ()  9s (1352x) 4B (|)) 5s (1)) 4B (1) 10s (12x) 18B (Il)  10s (139x) 18B ()  10s (|397x) 18B () | 41s (=) 795B ()  40s (]20x) 64B (Il) = 1m (|14x) 15KB ({})
Q37 5s, 5SMB 16s, 115MB 2m, 2GB 7m, 5GB 7 11s, 393KB 12s, 11MB 34s, 154MB 45s, 72MB 2m, 1GB 7 13m, 9GB
(0):¢ Questions highlighted in lime have no parameters; they all use data from 35 VPs over a one-month period (July 2024, as in Table 2).
ox Questions highlighted in light blue have one parameter: the number of VPs. The time period is fixed to one month (July 2024).
QX Questions highlighted in yellow have two parameters: the number of VPs and the time interval.

Rows highlighted in light red refer to questions that are used in our bgpstream benchmark (Table 2).

X Orange numbers indicate the time to answer the question with ChatBGP, rounded to the nearest whole number to avoid decimals.
X Gray numbers represent the volume of data that needs to be downloaded and processed, rounded to the nearest whole number to avoid decimals.

Cases with a brown background could not be tested with a time interval of 100 days, 10, or 1 day with 2, 10 and 200 VPs respectively.

This limitation arises because the question requires comparing data across different intervals, and our database did not include the necessary historical data to avoid extended database population times
Ixx Time or data size reduction factor, rounded to the nearest whole number to avoid decimals. |} indicates the reduction factor is greater than 1000x. ~ means it is similar (+ 1.5x)

Table 9: Time (in red) and data volume (in blue) required to answer the 39 questions listed in Table 7 with ChatBGP. We also show the data reduction factors
and speed-up factors compared to processing MRT archives with bgpstream (Table 2).
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