
The Observer Effect in Internet Measurement:
A Case Study of Route Origin Validation
Abbas Mohsenpour

UCLouvain
Louvain-la-Neuve, Belgium

Cristel Pelsser
UCLouvain

Louvain-la-Neuve, Belgium

ABSTRACT
Internet observatories publish reports that shape how net-
works are assessed and perceived, for example in terms of
their security compliance. To ensure transparency and re-
producibility, they rely on public, long-lived infrastructure
that the networks under evaluation can recognize. We study
measurement awareness, defined as a network treating rec-
ognizable measurement targets differently from functionally
equivalent but non-recognizable ones. Measurement aware-
ness describes observable behavior; unlike measurement
gaming, it makes no assumption about intent. Using Route
Origin Validation (ROV) as a case study, we compare publicly
known RPKI-invalid targets against functionally equivalent
but undisclosed shadow targets. We identify networks that
reject the well-known invalid prefixes while accepting the
equivalent shadow prefixes. During responsible disclosure,
one operator confirmed that it explicitly filters the prefix
used by the Is BGP Safe Yet? observatory. Observatories may
thus capture not the properties they intend to measure, but
the behavior networks expose to them.

CCS CONCEPTS
• Networks → Network measurement; Routing protocols;
Network monitoring; • Security and privacy → Security
protocols.
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1 INTRODUCTION
Internet measurement is central to understanding the op-
erational state of the network [11]. Researchers, operators,
regulators, and policymakers rely on measurement studies
to evaluate properties ranging from performance and reli-
ability [17, 30] to routing security [16, 20, 26, 27, 38] and
censorship [4, 24, 34, 41].
These studies depend on long-lived observatories and

shared infrastructures offering continuous visibility into net-
work behavior. The role of these observatories now extends
well beyond improving our understanding of the network.
Their outputs increasingly feed into frameworks and deci-
sions with real-world consequences, including security as-
sessments and compliance programs such as MANRS [14],
operational datasets such as CAIDA AS Rank [8], and public
reporting platforms such as IHR [22] and OONI [15]. As a
result, measurement outcomes increasingly affect how net-
works are assessed and perceived by the broader community.

This evolution echoes phenomena long recognized in eco-
nomics and the social sciences. Goodhart’s Law states that
“when a measure becomes a target, it ceases to be a good mea-
sure” [18], and Campbell’s Law observes that indicators used
for decision-making become susceptible to distortion [10].
As the outputs of Internet observatories gain operational and
economic significance, their measurements may be subject
to similar dynamics, even in the absence of any deliberate
intent.
Internet measurement studies implicitly rely on the as-

sumption that networks behave consistently regardless of
who is observing them. Measurements are generally inter-
preted as reflecting the actual policies deployed by the net-
work under observation, rather than policies selectively ex-
posed to the measurement process itself.
However, the very characteristics that make Internet ob-

servatories attractive to researchers can also make them
distinguishable to the networks they measure. Public docu-
mentation, the repeated use of the same infrastructure for
longitudinal analysis and reporting, and predictable exper-
imental methodologies may allow operators to recognize
measurement traffic and treat it differently. Research ethics
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further reinforce this exposure, as norms of transparency and
reproducibility encourage researchers to publicly document
their infrastructure and methods.

This possibility raises a fundamental question for Internet
measurement: are we measuring the Internet itself, or the
Internet’s response to being measured? Answering this ques-
tion is essential to preserving the validity of Internet mea-
surement. Addressing it requires rethinking how measure-
ments are designed, striking a balance between making mea-
surements less predictable and preserving the transparency
and reproducibility on which the community depends.
Our contributions are threefold: (1) we introduce the no-

tion of measurement-aware networks, which recognize mea-
surement traffic and treat it differently; (2) we propose a
paired-target methodology, based on public and shadowmea-
surement targets, for detecting measurement-aware behav-
ior; and (3) using ROV as a case study, we identify networks
exhibiting behavior consistent with measurement awareness
and discuss the implications for the design and interpretation
of Internet observatories.
Beyond ROV, we identify a set of observatories that rely

on similarly recognizable infrastructure and warrant investi-
gation for measurement awareness in future work.

2 MEASUREMENT-AWARE NETWORKS
Internet measurements implicitly assume that networks be-
have the same way whether or not they can recognize that
they are being measured. We define a measurement-aware
network as a network that violates this assumption: rather
than applying its policies uniformly, it recognizes measure-
ment activity and treats it differently.
In this paper, we use ROV as a case study, in which mea-

surements test the reachability of targets within RPKI-invalid
prefixes (Section 3). In this setting, a measurement-aware
network treats the RPKI-invalid measurement targets it rec-
ognizes differently from functionally equivalent RPKI-invalid
targets that are not publicly associated with any measure-
ment (Section 2.3).

Figure 1 illustrates measurement awareness in the context
of ROV. Observatories publish their measurement targets
and methodologies. A measurement-aware AS (MA-AS) may
monitor these documents, identify the public targets, and ap-
ply routing or filtering policies to these targets only, leaving
traffic to other RPKI-invalid prefixes unaffected. The pub-
lished scores then reflect the filtering applied to the known
targets rather than the network’s general treatment of RPKI-
invalid routes.

2.1 Working Assumptions
To study measurement-aware behavior, we make the follow-
ing assumptions about the network. These assumptions are

deliberately weak: they require neither insider knowledge
of the observatory nor specialized capabilities.
Knowledge. The network has access only to publicly

available or observable information, such as documented
measurement infrastructure and published methodologies.
No insider knowledge of the observatory is required.
Capabilities. The network can distinguish recognizable

measurement targets from functionally equivalent targets
that are not associated with any measurement activity, and
apply different routing or filtering policies to each class. As
illustrated in Figure 1, such differentiation can be imple-
mented using standard routing and filtering mechanisms
already supported by commodity routers.
Motivation. We make no assumption about why a net-

work differentiates. It may do so unintentionally, or to opt
out of measurements altogether, to avoid being tested by
a specific observatory, to limit the operational impact of
probing, or to obtain more favorable measurement outcomes.
Only the last would constitute measurement gaming, and
distinguishing it from the other cases requires knowledge of
intent that our measurements do not provide. Our analysis
therefore focuses on the observable difference in behavior,
not on its underlying intent.

2.2 Cheap Identification
Measurement awareness requires that measured networks
can recognize measurement activity. Such recognition be-
comes inexpensive when observatories expose information
about their infrastructure, which is increasingly common.
Examples include publicly documented probe infrastruc-

tures such as RIPE Atlas and CAIDA Ark [7, 36], observation
vantage points such as BGP collectors [37, 43], and experi-
mental platforms such as the PEERING testbed [39]. In these
systems, resources are intentionally disclosed to support
reproducibility and independent validation. The same disclo-
sure, however, allows measured networks to identify mea-
surement activity at little cost, which in turn enables them
to adapt their behavior to it.

Priorwork shows thatmeasurement systems can be evaded
or misled. Researchers have demonstrated attacks that hide
malicious routing activity from known BGP collectors [5, 6],
manipulate the business relationships inferred by AS Rank
to influence how networks are perceived [44], and forge
delay measurements to mislead Internet geolocation sys-
tems [1]. Conversely, operators can deploy mechanisms that
deliberately obfuscate or deceive traceroute-based topology
inference, for example to protect their networks [29, 42].
These examples show that reacting to known measure-

ments is technically feasible, for both adversarial and defen-
sive purposes. While they do not show that network oper-
ators have business incentives to game observatories, they
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Figure 1: Conceptual overview of a measurement-aware AS in the ROV case study. (1) Observatories use public,
long-lived test targets and publish per-network ROV scores. (2) The measurement-aware AS recognizes these
public targets and filters them using target-specific rules. (3) Measurement platforms probe the public targets. (4)
The measurement-aware AS drops traffic to the public targets but forwards traffic to other RPKI-invalid targets,
so the published scores reflect the behavior the measurement-aware AS exposes to observatories rather than its
actual ROV deployment status.

do show that recognizable measurement infrastructure low-
ers the cost of identifying measurements, a prerequisite for
reacting to them, whatever the motivation.

2.3 Detection Methodology
Detecting measurement-aware behavior is inherently chal-
lenging: researchers lack observations external to the mea-
surements themselves, and therefore cannot directly deter-
mine whether a network behaved differently in response to
the measurement process.
To address this challenge, we propose a paired-target

methodology based on two functionally equivalent measure-
ment targets. The first is a public target, which is associated
with known measurement infrastructure and is therefore
potentially recognizable to the measured network. The sec-
ond is a shadow target, which provides an equivalent mea-
surement function but is not publicly associated with any
measurement campaign.

Measurements are performed simultaneously toward both
targets under identical experimental conditions. If a network
applies its policy uniformly, it should behave equivalently
toward the public and shadow targets. Systematic discrepan-
cies between the two observations may therefore indicate
that the network adapts its behavior upon recognizing the
measurement infrastructure, rather than applying a consis-
tent operational policy.

In the remainder of this paper, we instantiate this method-
ology using ROV, where publicly known and undisclosed
RPKI-invalid prefixes serve as the public and shadow targets,
respectively.

3 ROV AS A CASE STUDY
ROV [31] uses Route Origin Authorizations (ROAs) [40]
published through the Resource Public Key Infrastructure
(RPKI) [25] to validate the origin Autonomous System (AS)
of Border Gateway Protocol (BGP) announcements. Routes
are classified as Valid, Invalid, or Unknown, and operators
may reject or de-preference routes classified as invalid.

Several measurement platforms infer ROV deployment by
comparing the reachability of valid and invalid prefixes from
distributed vantage points. These approaches typically rely
on a small number of publicly known invalid prefixes and
long-lived measurement infrastructure [3, 13, 32].

For instance, Figure 2 shows the evolution of the publicly
documented RPKI-invalid prefixes used by RoVista. Although
the platform relies on RPKI-invalid prefixes observed in the
wild rather than on dedicated test prefixes, its set of active
invalid targets has progressively narrowed: since June 2026,
only two prefixes remain active, one of which is the publicly
known Cloudflare prefix originally introduced by Is BGP Safe
Yet? APNIC’s ROV measurements rely on this same Cloud-
flare prefix [21, 26], so all three observatories effectively
converge on the same publicly recognizable target.
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Figure 2: RPKI-invalid test prefixes used by RoVista
between January 2023 and July 2026. The number of
active invalid targets has steadily decreased, with only
two remaining since June 2026, making the measure-
ment targets increasingly predictable. See Table 1 for
symbol definitions.

ROV therefore provides a natural case study for measure-
ment awareness. A network that filters only the publicly
known invalid prefixes while accepting other invalid prefixes
would appear as an ROV adopter, leading existing observa-
tories to overestimate ROV deployment.

Candidate invalid prefixes also vary substantially in reach-
ability. As shown in Figure 3, the fraction of ASes whose
traceroutes reach a given candidate prefix ranges from 13.3%
to 68%. This variability highlights an additional challenge:
target selection itself can substantially influence ROV mea-
surements, which motivates the use of carefully matched
public and shadow targets with comparable reachability.

3.1 Selecting Public and Shadow Targets
Applying the paired-target methodology requires public and
shadow targets that exhibit comparable reachability and
BGP propagation characteristics. We use the publicly known
Cloudflare-originated (AS13335) RPKI-invalid prefixes from
Is BGP Safe Yet?, later adopted by APNIC, RoVista, and the
MANRS Observatory metric M9 [28], as public targets.
To identify candidate shadow targets, we collect RPKI-

invalid prefixes observed across the BGP data aggregated
by bgproutes.io [2], which combines feeds from RIPE RIS,
Route Views, PCH, and CGTF collectors together with its
own BGP peering sessions. We rank them according to a
Prefix Reachability Score (PRS):

𝑃𝑅𝑆 = mean(𝑉 ,𝐺,𝐶, 𝑃) (1)
where 𝑉 denotes prefix visibility measured as the num-

ber of observing vantage points, 𝐺 the geographic diversity
of observing vantage points, 𝐶 the diversity of observing
ASes, and 𝑃 the diversity of observed AS paths to the prefix.
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Figure 3: Traceroute reachability of candidate RPKI-
invalid prefixes. Values in parentheses give reachable /
total source ASes, where the total counts every source
AS that was able to launch at least one traceroute to-
ward the prefix, whether or not it reaches the prefix.
Totals therefore differ across prefixes, and are lower
for IPv6, which fewer probes support. See Table 1 for
symbol definitions.

Table 1: RPKI-invalid prefixes considered in this study,
grouped by Prefix Reachability Score (PRS), a compos-
ite metric combining the visibility, geographic diver-
sity, observing AS diversity, and AS-path diversity of
each prefix. † denotes Is BGP Safe Yet? public targets, ‡
BYOIP shadow targets, and § RoVista low-reachability
target.

Prefix Origin AS PRS (%)
High-reachability targets

188.164.158.0/23‡ 209242 67.58
103.21.244.0/24† 13335 66.52
213.219.247.0/24‡ 209242 63.46
91.124.127.0/24‡ 209242 62.72
2606:4700:7000::/48† 13335 56.47

Medium-reachability targets
46.16.33.0/24 208890 38.00
2605:59c0:5020::/48 45700 35.62

Low-reachability targets (RoVista)
193.43.75.0/24§ 202125 22.21

Each component is normalized to the range [0, 1] by divid-
ing by the maximum observed value across all candidate
prefixes, and PRS is reported as a percentage. Candidate pre-
fixes are grouped into high-, medium-, and low-reachability
categories according to their PRS (Table 1).
To construct suitable shadow targets, we consider RPKI-

invalid prefixes advertised through Cloudflare’s Bring Your
Own IP (BYOIP) service (AS209242) [12]. BYOIP allows or-
ganizations to retain ownership of their IP prefixes while
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Figure 4: Paired-target methodology for detecting measurement-aware behavior in ROV measurements. To min-
imize the risk of traffic engineering effects, a RIPE Atlas probe is considered testable only if its traffic toward
the RPKI-valid control target and toward all three shadow targets, originated via Cloudflare Bring Your Own IP
(AS209242), exits its AS directly to Cloudflare. A probe in a measurement-aware AS cannot reach the public target,
yet still reaches both the RPKI-valid control target and the equivalent shadow targets.

Cloudflare advertises them from its network, enabling cus-
tomers to use Cloudflare’s reverse-proxy, CDN, and security
services without changing their IP addresses.

In BGP data, Cloudflare is the only neighbor of AS209242,
so the shadow targets, like the public targets, reach other
networks through Cloudflare. Among the 14 RPKI-invalid
prefixes advertised through Cloudflare’s BYOIP service, we
first exclude those whose reachability could be explained
by valid or unknown covering prefixes rather than by the
invalid announcement itself. From the remaining six prefixes,
we select the highest-reachability prefix from each distinct
organization, identified using the Prefix2Org dataset [19],
yielding three shadow targets.

Finally, we verify that the Internet Routing Registry (IRR)
objects associated with the public targets explicitly authorize
Cloudflare to originate them, ruling out IRR-based route
filtering as an explanation. We do not perform the same
verification for the shadow targets: our methodology only
considers cases inwhich they remain reachable, whichmakes
IRR-based filtering irrelevant to their selection.

3.2 Detecting Measurement-Aware
Behavior

We perform traceroute measurements from 12,130 RIPE Atlas
probes, distributed across 4,173 ASes, over a period of 14 days.
Each probe measures toward the public target, an RPKI-valid
Cloudflare control target, and the three shadow targets. We

map traceroute interfaces to ASes using Prefix2Org, supple-
mented with PeeringDB and PCH data [33, 35] to correctly
identify Cloudflare’s IXP interfaces.
Detection criteria.We classify probes using two conditions:
(C1) Testability. To attribute differences to the measured AS
rather than to an intermediate network, we only consider
probes whose traffic toward the RPKI-valid control target
and the shadow targets exits their AS directly to Cloudflare.
Specifically, a probe is testable if its traceroutes reach the
RPKI-valid control target and all three shadow targets, and
each of these four traceroutes leaves the probe’s AS directly
to Cloudflare. Because our shadow targets are IPv4-only, only
IPv4 probes can be testable. In total, 1,208 ASes host at least
one testable probe (3,584 probes).
(C2) Filtering of the public target. A testable probe exhibits be-
havior consistent with measurement awareness if its tracer-
oute toward the public target never leaves its AS, i.e., the
public target is filtered inside the MA-AS (Figure 4). The
MA-AS learns both the public prefix and the three shadow
prefixes from Cloudflare, with the same RPKI status. Uniform
ROV deployment within the AS should therefore treat the
public and shadow targets alike. We refer to a probe that
satisfies both (C1) and (C2) as a filtering probe, and call an
AS measurement-aware if it hosts at least one filtering probe.
IPv6 corroboration.Without IPv6 shadow targets, IPv6 mea-
surements cannot be used to determine whether an AS is
measurement-aware, since filtering of the IPv6 public tar-
get alone could also reflect ROV deployed only for IPv6.
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We therefore use IPv6 only as corroborating evidence: for
ASes identified as measurement-aware over IPv4, we check
whether the IPv6 public target is also filtered inside the AS,
considering only IPv6 probes that reach an RPKI-valid IPv6
target directly via Cloudflare.
Consistent and partial measurement awareness. Be-
cause routing policies may be implemented on individual
routers rather than uniformly across an AS, different RIPE
Atlas probes within the same network may observe different
outcomes. We therefore call a measurement-aware AS con-
sistently measurement-aware if all of its testable probes are
filtering probes, and partially measurement-aware if only
some of them are, for example, when the filter is deployed
on only a subset of the MA-AS’s routers.
Results.Among the 1,208 testable ASes, 15 aremeasurement-
aware: 11 consistently and 4 partially. Of the 7 measurement-
aware ASes where the IPv6 check applies, 5 also filter the
IPv6 public target inside the AS, which suggests a filter on
the public targets in both IPv4 and IPv6. To rule out transient
routing events and configuration artifacts, we continued
monitoring the measurement-aware ASes for two additional
weeks. These networks span all five Regional Internet Reg-
istry (RIR) regions and have customer cones ranging from 0
to 128 customer ASes, according to CAIDA AS Rank.

Our objective is not to estimate prevalence but to demon-
strate existence: even a small number of networks that treat
publicly known observatory targets differently from func-
tionally equivalent shadow targets challenges the assump-
tion that observatories provide measurement-independent
views of network behavior.

Although measurement-aware networks still reach the
shadow targets, they receive high ROV deployment scores
from existing observatories, with median scores of 90.3%
in APNIC and 100% in RoVista. Measurement-aware net-
works can thus appear as near-perfect ROV adopters, which
exposes a limitation of current Internet-scale ROV measure-
ment methodologies.
Operator feedback. During responsible disclosure, one op-
erator confirmed explicitly filtering the public target used
by the Is BGP Safe Yet? observatory. The operator explained
that they did not wish to participate in ROV measurement
campaigns that use Cloudflare-hosted measurement prefixes.
This case illustrates the distinction between measurement
awareness and gaming: the operator recognized and filtered
the public target, but did so to opt out of the measurement
rather than to improve their ROV score.
In a separate case, we observed that another network be-

gan advertising the Is BGP Safe Yet? RPKI-invalid prefix in
BGP after responsible disclosure, and continued doing so
for the remainder of our observation period. Although we
neither attribute this timing to our disclosure nor infer the
operator’s intent, this case illustrates that publicly known

measurement artifacts may become incorporated into opera-
tional routing configurations, which in turn affect measure-
ment outcomes.

4 LIMITS OF ATTRIBUTION
Our detection criteria show that an MA-AS treats the public
and shadow targets differently, but not why it does so.
Router-level learning.Themain limitation concernswhere
routes are learned. An AS may peer with Cloudflare on sev-
eral border routers, and our detection criteria only ensure
that all prefixes are learned from the same neighbor, not on
the same border router. If ROV is not deployed uniformly,
the public RPKI-invalid prefix may be learned on a router
that enforces ROV, while all three RPKI-invalid shadow
prefixes are learned on routers that do not. Alternatively,
measurement-aware filters may not be deployed uniformly
across all routers, so that, due to load balancing, some probes
observe measurement-aware behavior while others do not.
As discussed in Section 3.2, partially measurement-aware
ASes are the most susceptible to this explanation.
Selective BGP announcements. Because we study mea-
surement awareness only through the data plane, we cannot
verify that Cloudflare announces the public and shadow pre-
fixes identically on every BGP session. However, their similar
reachability (Figure 3) and the fact that all three shadow tar-
gets are reachable make a systematic difference unlikely.
Other limitations. IP-to-AS mapping errors could affect
our results, but only if an intermediate AS remained entirely
invisible in the traceroutes, for example by blocking ICMP.
In addition, software bugs or misconfigurations in router
ROV implementations could cause prefixes with the same
RPKI status to be treated differently, and our measurements
cannot distinguish such errors from intentional filtering.

5 DISCUSSION
Beyond ROV. Establishing measurement awareness in ROV
is demanding, and much of our effort goes into ruling out
alternative explanations. The underlying question, however,
applies whenever observatories rely on stable, publicly identi-
fiable infrastructure. Below, we outline settings that could be
subject to measurement awareness in the same way; whether
they actually are remains an open question that we leave for
future work.

CAIDA’s Spoofer [9] evaluates Source Address Validation
(SAV) by sending spoofed packets from Spoofer clients to
publicly known CAIDA Ark destinations, and these mea-
surements contribute to the MANRS Observatory metric M5
(Anti-Spoofing) [28]. A network could apply SAV only to-
ward these destinations while continuing to permit spoofed
traffic elsewhere, and would thus appear SAV-compliant
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without deploying comprehensive filtering. Likewise, cen-
sorship observatories such as Censored Planet [41] rely on
stable measurement probes; a measurement-aware network
could exempt the probes located within its AS from cen-
sorship while continuing to censor ordinary users. Similar
questions arise for honeypots and network telescopes, which
scanners may learn to avoid [23], and more generally for any
measurement traffic that may receive preferential treatment.
Measurement awareness may therefore constitute a gen-

eral source of bias across Internet observatories, rather than
a phenomenon unique to ROV.
Implications for observatory design. The design of an
Internet observatory plays a critical role in its resilience to
measurement awareness. Infrastructures such as RIPE Atlas,
which host probes inside individual networks and thereby
provide visibility into their internal routing policies, make
selective measurement-aware behavior harder to conceal.

More broadly, our results suggest thatmeasurement aware-
ness should become an explicit design consideration for
Internet observatories, balancing transparency and repro-
ducibility against resilience to networks that adapt to known
measurements.

One promising direction is to makemeasurements less pre-
dictable. Rather than relying on fixed, publicly recognizable
targets, observatories could generate measurement artifacts
on demand, rotate them over time, or tailor them to the spe-
cific networks under evaluation. For example, RScope [27]
creates measurement artifacts that are visible only to the net-
works being evaluated, and LightScope [23] turns production
machines into telescopes and honeypots.
However, while network-specific measurement artifacts

are feasible in IPv6 thanks to its abundant address space,
IPv4 address scarcity makes equivalent methodologies much
harder to deploy at scale. This asymmetry may bias future
measurement systems toward IPv6 and cause them to over-
look behaviors specific to IPv4.
Finally, our disclosure experience suggests that observa-

tories could offer explicit opt-out mechanisms for operators
unwilling to participate in measurement campaigns. Such
mechanisms would allow operators to opt out openly rather
than through filtering, and would improve the interpretation
of published results.
Ethical considerations.Ourmeasurements rely exclusively
on standard RIPE Atlas traceroutes and publicly observable
BGP information. We adhered to RIPE Atlas usage guidelines
and rate limits throughout our experiments. We responsibly
disclosed our observations to affected operators to validate
our interpretation and to seek operational explanations. To
support reproducibility, we release our code and artifacts, in-
cluding the RIPE Atlas measurement IDs and analysis scripts,
at https://github.com/AbbasMP17/measurement-awareness-
rov.

6 CONCLUSION
Internet observatories implicitly assume that measured net-
works behave the same way whether or not they can rec-
ognize that they are being measured. We challenged this
assumption by introducing the notion ofmeasurement-aware
networks and a paired-target methodology for detecting them.
Using ROV as a case study, we identified 15 networks that fil-
ter publicly known measurement targets while still reaching
functionally equivalent shadow targets, yet receive near-
perfect ROV scores from existing observatories. Publicly
identifiable measurement infrastructure can thus lead obser-
vatories to capture the behavior that networks expose rather
than the property they intend to measure. We hope this work
encourages the community to treat measurement awareness
as an explicit consideration in observatory design, and to
investigate whether other observatories face the same effect.
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