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The Resource Public Key Infrastructure (RPKI) is the primary defense against BGP route misorigination. It
offers some barriers against origin hijacks, flavors of route leaks, and misconfigurations. Since its deployment
in 2011, the adoption of RPKI by Internet Service Providers has shown continuous growth, a trend that persists
to this day. As this growth continues it is important to measure its effect on BGP stability. BGP is a chatty
protocol with many updates that can result from a single configuration change on one router. For instance,
the addition of a new Route Origin Authorization in the RPKI may result in a change in the validity of a
route advertised in BGP, and consequently in different routing decisions that are then propagated in BGP.
Here we aim to estimate the volume of updates observed in BGP upon such changes. We identify events
resulting from ROA changes and estimate the amount of BGP updates observed in a public BGP repository
during these events. We observe that as RPKI adoption rises, the volume of updates generated by RPKI-related
changes grows at a similar rate. This growth also mirrors the expansion of the routing table, increasing as
more address space is announced and protected by RPKI. However, we also have good news: despite this
growth, RPKI-induced updates remain only a very small fraction, corresponding to less than 1% of the total
volume of updates.
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1 Introduction

BGP is the protocol used by Internet routers to exchange routing information and ensure global
connectivity to all destinations on the Internet. BGP-speaking routers exchange routes through
messages called BGP updates. Unfortunately, BGP was not designed with security in mind and
it is vulnerable to hijacks, where a network advertises a prefix it is not authorized to announce.
This may be the result of a misconfiguration or a malicious intent (see, e.g., [5, 21, 33, 38, 42]). The
RPKI infrastructure is the primary foundation that the Internet relies on today to prevent route
hijacking. RPKI consists of a distributed set of repositories that publish Route Origin Authorizations
(ROAs) and, when necessary, their revocations. These objects are issued and signed by Certification
Authorities (CAs) and define the set of prefixes that each network (Autonomous System (AS)) is
authorized to advertise.

The effects RPKI has on Internet routing can be described as a three-layer process. First, RPKI
repositories are continuously updated with new ROAs and revocations, referred to as RPKI changes.
Second, caches, also known as validators, regularly retrieve these signed objects and verify them
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cryptographically. As output, validators produce a set of authorizations, each authorizing an AS to
announce a certain prefix. A change on the authorization of a prefix (e.g., caused by the revocation
of a ROA) constitutes an RPKI event. Third, validators distribute the authorizations in their list to
routers, which use them to determine the validity state of (prefix, origin—AS) pairs. Routers may
behave differently when processing BGP updates that contain valid, invalid (or whose validity is
unknown) pairs. For example, a router may (i) discard all announcements containing an invalid pair
and accept the others, (ii) accept all announcements with different preferences based on validation
states, or (iii) ignore validity altogether. Consequently, an RPKI event may trigger a router to change
its routing decisions and, possibly, to send new BGP updates.

Question Q1: Is RPKI harmful for Internet stability? That operators and the IETF worried
about exactly this question is not hypothetical: by 2022 the community had already observed that
each RPKI event could trigger route refresh requests between BGP neighbors, and the IETF issued
RFC 9324 [8] specifically to eliminate that behavior, mandating that routers retain paths dropped
due to Route Origin Validation in an adjacency table instead of asking their neighbors to resend
their RIB. In other words, the standards process had to amend BGP operation because a single
ROA change could shake the control plane of many routers at once. Even with this mitigation
deployed, a change in validity may still cause a different path selection that then propagates
in BGP. At the same time, regulatory pressure is turning RPKI adoption from a voluntary best
practice into a near-mandate, driving large-scale ROA creation. The U.S. ONCD [25] and the
FCC [11], with NTIA’s explicit endorsement [23], call on major carriers to create and maintain
ROAs covering their address space. This regulatory push comes on top of the growth already visible
in the repositories [10, 20, 24, 31, 34] and in the deployment of ROV [3, 18, 28]. The combination
of these two trends, i.e., more ROAs to change and more routers acting on every change, raises
the question of how the load of RPKI-induced BGP updates will scale. Despite these concerns, no
longitudinal quantification of the BGP update volume attributable to RPKI events exists to date. Prior
work either characterizes RPKI adoption and data quality (e.g., [10, 31]) or analyzes the convergence
behavior of individual events [12], but no study has measured, over the full lifetime of RPKI, what
fraction of the global BGP update volume is actually attributable to RPKI changes. Closing that
gap is the goal of this work. We quantify the impact of RPKI on the global routing infrastructure,
i.e., the volume of additional BGP updates exchanged as a consequence of RPKI changes, and track
how that volume has evolved as RPKI deployment grew. To identify potential future trends, it’s
essential to analyze how the update load changed over time.

Question Q2: Are public RPKI data sources sufficient to reconstruct the history of RPKI
events? There are several sources of RPKI data, which differ in key aspects: (1) Some collect ROAs
and revocations, others capture RPKI events. (2) Collection frequencies range from seconds to 24
hours. Clearly, when the collection interval is long, the likelihood of losing information increases.
(3) Data volumes vary from megabytes to gigabytes per day, affecting processing time. (4) Some
cover from RPKI’s inception in 2011 and others cover only recent years. Understanding how to use
these heterogeneous datasets is essential for both this study and the Internet community.
Question Q3: Can RPKI data and BGP updates be combined to reconstruct the trend of
RPKI-driven BGP updates? Measuring updates triggered by RPKI events is challenging. First,
we must reconstruct each event’s precise timestamp. Second, we need to determine its impact
duration. As noted in [12], BGP convergence after an RPKI event can last several hours, during
which additional routing or RPKI events may occur, generating further updates.

We establish the necessary terminology in Section 2 and present work related to this paper in
Section 7. We discuss available RPKI data sources in Section 3 and develop a method to identify RPKI
events from past and current data in Section 4, clarifying to which extent Q2 can be answered in the
positive. Once RPKI events are identified, we address Q3, determining how to detect BGP updates
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within time frames affected by these events (Section 5). At this point, we have all the components
needed to estimate the volume of BGP updates associated with RPKI events versus the total amount
of updates. We then describe a straightforward methodology to provide an overestimation of the
number of updates related to RPKI events and analyze its evolution alongside overall volume in
Section 6. As demonstrated in this section, our overestimation does not weaken the conclusions;
although cumulative RPKI-related BGP Updates volume (referred to RBU-volume in the rest of
the paper) is increasing, it accounts for less than 1% of the total BGP Update volume (denoted
BU-volume): our answer to Q1.

2 Basic Terminology

This section briefly introduces BGP terminology, then explains RPKI terms in more detail. In the
examples presented in this paper we use the set of prefixes and ASes proposed for documentation [4].

2.1 BGP basics

The Internet relies on the Border Gateway Protocol (BGP) [27] for inter-domain connectivity.
Routers exchange BGP updates to convey available paths toward Internet destinations to their
neighbors. An update contains, among other information, sets of announced prefixes and sets of
withdrawn prefixes. An Autonomous System (AS) is a set of routers and networks managed by the
same organization. Each AS is assigned an Autonomous System Number (ASN) by its Regional
Internet Registry (RIR), used in BGP to identify routes originated by or passing through the AS. The
origin is the rightmost ASN in a BGP update’s AS path, while traversed ASes are added to the left.

2.2 RPKI basics

In the RPKI infrastructure, a Route Origin Authorization (ROA) [36] is a cryptographic certificate,
issued by a Certification Authority (CA) and with a ROA identifier. It authorizes a certain AS to
announce a set of prefixes during a validity period defined by a start time and an expiration time.
The prefixes of a ROA can be grouped into prefix ranges, defined by a prefix 7 and by a max-length.
A prefix matches the range if it is more specific than x (including = itself) and its netmask length
does not exceed the max-length. As an example, consider the prefix range 192.0.2.0/24 — 25, where
the max-length is 25. Prefix 192.0.2.0/24 matches such a prefix range, while 192.0.2.0/26 does not,
as its mask length exceeds 25. Hence, a ROA is the authorization for a certain AS to announce a set
of prefix ranges with a start and an end time. Each element of the set is also called ROA element
and authorizes one range. A revocation is used by a CA to invalidate, at a time r, a ROA issued by
the same CA. An RPKI repository is a set of ROAs and revocations. The revocations emitted by the
same CA are grouped into a so-called revocation list.

Consider an RPKI repository. An RPKI change is the addition of a ROA or of a revocation to
the repository. Each change is timestamped, marking either the start of validity of the ROA or
revocation time, depending on the case. Given an RPKI repository and a time ¢, we define RPKI list
as the set of all triplets (r, L, A) such that: (i) there exists at time t a ROA, containing an element
with prefix 7, max-length L, and AS A, whose validity is from s to e. (ii) s < t < e; and (iii) no
revocation exists for that ROA at a time r < t. Such triplets are called Validated ROA Payloads
(VRPs). An RPKI event is a change in the RPKI list, i.e., the addition or removal of a triplet. Every
event stems from an RPKI change, though not all changes produce events. The time of an RPKI
event coincides with the time of the RPKI change that generated it. Notice that an RPKI event may
affect BGP route propagation.

Three examples follow. Suppose that the RPKI repository contains a single ROA, with id 1,
which in turn contains only one ROA element, that authorizes AS 65550 to announce 192.0.2.0/24
with max-length 25 from time s; to time e;. In this case, the RPKI list consists of a single triplet
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(192.0.2.0/24, 25, 65550). (1) As a first example, suppose that at a certain time s, > s; a new ROA
is added to the repository (RPKI change) containing a single element authorizing AS 65551 to
announce the same prefix range from time s, to time e;, with s; < s; < e; < e;. In this scenario,
three RPKI events occur, at times s;, €1, and ey, respectively. After the first event, the RPKI list
contains two triplets: (192.0.2.0/24, 25, 65550) and (192.0.2.0/24, 25, 65551). After the second event,
the triplet (192.0.2.0/24, 25, 65550) is removed from the list. Last, after the third event the list
becomes empty. (2) As a second example, suppose instead that the new ROA contains an element
re-authorizing AS 65550 to announce 192.0.2.0/24 with max-length 25 from time s; to e;. In this
case, the time of the RPKI change (i.e., s;) does not coincide with the time of any RPKI event; i.e.,
the list of triplets remains unchanged at s. (3) As a third example, suppose that no new ROAs are
issued. Instead, a revocation is introduced at time r for ROA with Id 1. In this case, an RPKI event
occurs at time r, and at that time the RPKI list becomes empty.

Consider an RPKI event. If it corresponds to the insertion of a new triplet in the RPKI list, we call
it an add-event, otherwise we call it a del-event. The first event of Example (1) above is an add-event,
while the event of the Example (3) is a del-event. Example (2) does not contain any RPKI event as
there are no changes in the resources declared in the RPKI.

Consider the pair composed by prefix 7’ and AS A. We say that it is valid at time ¢ if, at time ¢,
the RPKI list contains at least one triplet (s, L, A) such that 7" matches prefix 7 with max length
L,. Referring to the above Example (1), we have that from s; to e; the pair 192.0.2.0/25, 65550
is valid. We say that the above pair is invalid at time t if no triplet authorizes origin A, while at
least one triplet authorizes a different origin. In Example (1), we have that from e; to e; the pair
192.0.2.0/25, 65550 is invalid. We say that the above pair is unknown at time t, if the RPKI list does
not contain any triplet (7, L, X) (wWhere X is any AS) such that 7" matches = with max length L.
Again, in Example (1), we have that after e, the pair 192.0.2.0/25, 65550 and the pair 192.0.2.0/25,
65551 are both unknown.

2.3 RPKI deployment

ROAs and revocation lists (also called RPKI objects), are periodically collected by validators called
Relying Parties (RPs). The validators periodically query all the existing CAs to collect RPKI objects,
using protocols like RRDP or rsync [6]. When queried by a validator at a certain time ¢, a CA answers
providing an RPKI repository, which we call repository snapshot (or just snapshot), containing the
following elements: (1) A set of ROAs, such that for each ROA with validity from s to e, it holds
that s < t < e and there exists no revocation for that ROA before t; (2) A revocation list, containing
all the revocations, published before t, for ROAs whose expiration time is after t. We call global
repository snapshot (or just global snapshot) the collection containing all repository snapshots of
every CA at a given time. As an example, consider the RPKI repository of a CA containing the
ROAs and revocations depicted in Fig. 1. Suppose that three different queries are made to the CA at
time ty, t,, and t3, respectively. The snapshot returned at time #; contains Ry, Ry, Rs, R7, Ry3 and Ry
if issued before t;, in the ROA set, and an empty revocation list. The snapshot at time t, contains Ry,
Ry, Rs, Ry, Ry, and Ry in the ROA set, and ps in the revocation list. The snapshot at time t3 contains
Ri1, Rs, Ry, Rys, and Rs if it is not revoked or it does not expire before t3, and p; in the revocation
list. Note that the revocation list does not include ps since the expiration time of Rs is before ¢5.

Informally, CAs only distribute ROAs that are valid at the moment the query is issued, and do
not distribute revoked ROAs after their revocation time, even if the original expiration time has
not yet passed. In contrast, revocations remain listed in the revocation list and are distributed to
RPs until the original expiration time of the corresponding ROA is reached.

Relying Parties cryptographically validate the downloaded ROAs and revocations. They compute
VRP triplets, generating a local RPKI list. Validators then distribute the VRPs contained in their list
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Fig. 1. Timeline with ROAs and revocations. ROAs
are shown as horizontal segments, with short vertical
ticks marking their start and expiration times. Revo-
cations are depicted with arrows pointing to their
occurrence times. ROAs having the same color con-
tain the same AS and the same set of prefix ranges.
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Fig. 2. Number of RPKI changes in the RIPE Archive
from 2014 to 2025. Each point on the x-axis corre-
sponds to a month, and the associated y-value repre-
sents the total number of changes recorded during
the first full week (Mon-Sun) of that month. The
y-axis is plotted on a logarithmic scale.

to routers [7], which use them to establish the validity state of (prefix, origin-AS) pairs. Routers
may behave differently when processing BGP updates that contain valid, unknown, or invalid
pairs. For example, a router may discard all announcements containing an invalid pair, accept all
announcements with different preferences based on validation states, or ignore validity altogether.
Consequently, any change in the RPKI list (whether an add-event or a del-event) may trigger a
router to change its routing decisions and, possibly, to send new BGP updates.

3 Data Sources

In this section we describe the data sources used in this paper. Namely, we first briefly discuss BGP
data (Sec. 3.1) and then (Sec. 3.2) we illustrate and compare the RPKI RIPE Archive and the RPKI
Flutter data. We also discuss certain timing aspects of Flutter data (Sec. 3.3).

Observe that besides RPKI RIPE Archive and Flutter there are other sources for RPKI data that
can be interesting for our purposes. RPKI Views [35] is similar to the RPKI RIPE Archive but with a
shorter data availability time period. The NIST Monitor [24] and the MANRS ROA stats tool [20]
collect only the validation state transitions of announced prefixes, with collection periods of 6
hours and 24 hours, respectively. However, these long uncertainty intervals make them unsuitable
for determining the exact time of an RPKI event.

3.1 BGP Updates Collections

A Remote Route Collector (RRC) is a BGP speaker that records updates from its peers (Collector Peers,
CPs) tagging each update with its reception time and source CP. Multiple RRCs worldwide collect
and store BGP updates, operated mainly by RIPE RIS [30] and RouteViews [40], which include
hundreds of CPs. However, BGP traffic volume makes large-scale analysis challenging—for example,
a single year of uncompressed updates from one RIPE RIS RRC exceeds 30TB. To keep our analysis
tractable, we focus on RIPE RIS RRC00, which is the oldest collector, so it provides the longest
history. It is also a very rich collector with 114 CP today, among which 80 CPs share full routing
tables. Over the whole measurement period, there were 349 different CPs (see Appendix). The CPs
are a balanced mix of IPv4 and IPv6 feeders and they are spread over all the 5 continents. So we
believe this diversity reduces the risk of missing out on some local routing dynamics present in the
Internet. We acknowledge that other collectors may see a different level of noise.
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3.2 Currently Available RPKI-Related Data Sources

3.2.1 RIPE RPKI Archive. The first source is the RPKI Archive (in what follows just Archive)
maintained by RIPE [29], which has collected daily global snapshots since early 2011 (one snapshot
per day). Essentially, the Archive can be regarded as a collection of snapshots of all RPKI objects
available at a given time. Snapshots are downloaded to populate the Archive every day, although
the interval between consecutive downloads is not precisely fixed at 24 hours. In addition, the time
of the snapshots has changed over the course of the acquisition started in 2011. As an example, we
observed data captured at 4AM UTC and data captured at 5PM UTC. Due to the snapshot-based
collection of the Archive, a ROA appears in all snapshots taken during its validity period, while
revoked ROAs are absent from snapshots collected after their revocation time. Instead, revocations
first appear in the snapshot collected immediately after the revocation time and remain present
in all subsequent snapshots until the original expiration time of the corresponding revoked ROA
passes. This implies some redundancy. Also, the Archive contains, for each snapshot, two sets of
RPKI objects. One contains the raw data downloaded from the CAs and the other contains only the
RPKI objects that pass the cryptographic validation. We consider the second set.

Fig. 2 illustrates the evolution of the global RPKI repository. The plot analyzes the content of
Archive snapshots from January 2014 to May 2025, reporting both the number of ROA additions
and the number of ROA expirations or revocations, for IPv4 and IPv6. Data are aggregated monthly,
with each point on the x-axis representing one month. For each month, we consider the snapshots
collected during the first full week (from Monday to Sunday). The y-axis is on a logarithmic scale,
so the rough linear growth observed may correspond to exponential growth on a linear scale. Large
spikes may indicate large changes such as CA migrations, where all certificates of a CA are revoked
and reissued by another CA. This plot reinforces the motivation to study the impact of RPKI events
on BGP routing, particularly their contribution to the overall volume of updates in the network.

We use data from 2014 instead of 2011 because early years had very few RPKI changes, with
many days showing zero changes [29], making comparisons with later years meaningless.

3.2.2  RPKI-Flutter. The second source is RPKI-Flutter (hereafter Flutter) [1, 2], which was deployed
on May 1st, 2024. The Flutter collection infrastructure relies on five independent, geographically
distributed, validators that fetch RPKI objects from CAs with high frequency (each 30 seconds).
Based on those objects each Flutter validator computes and records a list of RPKI events. Because
of its distributed design, a single RPKI change in the global RPKI repository may generate multiple
Flutter events —one for each validator. Moreover, since validators operate independently, different
validators may assign different timestamps to events generated by the same change and it is not
guaranteed that the effects of an RPKI change is seen by all validators. Fig. 3 compares the number
of events collected by Flutter validators from May 1st, 2024 to Aug. 1, 2025. The five curves are quite
similar but not identical. Also, the APNIC validator (purple color) started working on Oct. 2024.

3.2.3  Main Differences between Sources. It is important to note that, beyond methodological
differences, the two sources collect fundamentally different types of data. The Archive captures
full snapshots of the global repository, allowing access to RPKI changes (not to all of them, see
the discussion in Sec. 4.2) but not directly to RPKI events, which must be inferred from the set
of RPKI objects. In contrast, Flutter exposes RPKI events directly, with no reference to the ROAs
or revocations that generated them. Further, the Archive provides precise timestamps for ROA
validity start and end, whereas Flutter only records the timestamp when the collecting vantage
point observed the change, which may be affected by delays caused by data retrieval and validation.
Further comparisons between the two data sources are presented in the next sections.
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Fig. 3. Number of events collected by the five Flutter validators.

3.3 Realigning Flutter Timestamps using RPKI Beacons

Flutter logs the time as seen by its validators after retrieving and validating RPKI objects, which
may introduce a lag between actual RPKI changes and their observation. We estimate this lag
to approximate the true timestamp of each RPKI event, aiming to identify the earliest time such
changes have some effect on BGP.

Practically speaking, a validator periodically fetches data from a CA, typically operating in
so-called “warm mode”, where it retrieves only the changes since the previous snapshot rather
than downloading the entire repository each time. [32] has shown that validators experience
synchronization delays caused by both the network operations required to fetch new data and
cryptographic computations. Even in warm mode, these delays can reach the order of minutes
and vary depending on the choice of the RP software. To measure the impact of such delays
on the Flutter event collection, we performed experiments using a set of RPKI Beacons. The
experimental setup is as follows. We announced the prefix 45.132.191.0/24 from AS 3970, and
set up a CA to periodically issue and revoke ROAs, thereby changing the validation state of
our (prefix, origin—AS) pair. To render our announcement invalid, we issued a ROA authorizing
origin AS 0. To make it unknown, we revoked the corresponding ROA. All ROAs where issued
using max-length value 24. We further ensured that our experiments were not affected by other
routing events. For this purpose we used an additional prefix that remained stable throughout the
entire period. We issued a permanent ROA for this prefix, keeping the (prefix, origin-AS) pair
consistently valid. We used multiple experimental setups, covering all possible validation state
transitions, including the Unknown state. For each experiment, we selected two validation states
(Valid-Invalid, Valid-Unknown, and Unknown-Invalid) and generated RPKI events that periodically
forced the pair (45.132.191.0/24,3970) to transition between them. It is important to note that
the triplets (45.132.191.0/24, 24,3970) and (45.132.191.0/24, 24, 0) validating and invalidating our
prefix advertisement in BGP correspond to different VRPs.

We fetched from Flutter collectors all events related to the above mentioned VRPs. For all of
them we compared their timestamps against the exact timestamps recorded in our logs, relying on
the following assumption: the timestamp assigned by a Flutter validator to an RPKI event always
occurs after the exact timestamp of the underlying RPKI change. Based on this assumption, for
each experimental change we identify a corresponding Flutter event as the one whose timestamp
is closest to, but not earlier than, the exact timestamp of the change, regardless of which validator
recorded it. Delays are computed as the difference between these two timestamps. Formally, let 7;
be the exact timestamp of change i in an experiment, and let 7;;1 be the timestamp of change i + 1.
The corresponding Flutter event is defined as the event with the minimum timestamp 77 such that
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7; < 77 < Tj41. The delay is computed as 7y — 7;. I no Flutter event is observed in [7;, 7;41), we mark
the change as unmatched. In our experiments, all changes successfully matched a Flutter event. We
have that more than 95% of the delays we observed were below 5 minutes, in line with [32]. The
CDF of the delays computed for all changes performed during our experiments is in the Appendix.

As an additional validation step, for each experimental change we analyzed BGP traffic observed
by 79 CPs. We ensured routing convergence by waiting a sufficient amount of time before triggering
the next event. In [12], the authors measured convergence delays for RPKI events using a beaconing
methodology similar to the one used in this work. We leveraged their results to determine an
appropriate waiting period. Then, for each experiment event i, we measured the number of BGP
updates starting from three different timestamps: (1) starting from the exact timestamp 7; for the
duration of the convergence time; (2) starting from the Flutter timestamp 7y until 7;,1; and (3)
starting from the Flutter timestamp shifted backward by five minutes (i.e., 7y — 5 min) until 7;41.

We found that using 7y — 5 min is an excellent estimation of the exact starting time of RPKI
events. Indeed, the number of updates in case (3) coincided in 99.9% of the instances with the
numbers observed for case (1), which is our ground truth. Our validation confirms the works of
Sediqi et al. [32] and Fontugne et al. [12]. In the subsequent analysis we therefore shifted all Flutter
event timestamps 5 minutes backward before measuring RBU-volume.

4 Setting Up a Time Machine Using the RIPE Archive

As discussed in Section 3, the Flutter dataset is ideal for analyzing historical RPKI events and
their impact, but it spans only the last few months. We therefore introduce a method to compute
RPKI events from the Archive dataset (Section 4.2) and validate it against Flutter data (Section 4.3),
considered as the ground truth for the period when the two data sources are both available. Before
this, we address the challenge posed by the prohibitive data volume (Section 4.1).

4.1 A Reference Set of Days for Data Analysis

To reduce the amount of Archive data and BGP updates to process, we sampled one day per week
across the entire period. To choose the weekday to focus on, we analyzed the distribution of RPKI
events by day in the first full week of each month (Monday-Sunday), as detailed in Sec. 3.2.1. Fig. 4
shows the resulting distribution of RPKI changes by weekday. The distributions for Monday and
Tuesday stand out, reaching higher values on the x-axis and showing the presence of more bins
with larger ROA change counts. In the rest of the paper, we choose to focus on Monday rather than
Tuesday because its distribution reaches a higher maximum number of events, thus providing an
upper bound for RBU-volume estimation. In what follows, all analyses are based on data from all
the Mondays between Jan. 2014 and Aug. 2025.

4.2 From Archive Snapshots to RPKI Events

We have seen in Sec. 3 that for an analysis of the evolution of RPKI we have two data sources:
Flutter that is reliable and complete and Archive which is not complete and that provides only
RPKI changes but not RPKI events. Unfortunately, the first has a very small time span. Hence, for
analyzing the period from 2014 to April 2024 we had to rely only on the Archive.

To do that we computed, for that period, the RPKI events from the Archive, with the methodology
described below. Let us focus on a specific day d of interest. First, we collected from the Archive
all the available RPKI objects that may affect the events during d. Second, we extracted from such
objects all the ROA elements, with their validity periods, given by the issuing timestamps of ROAs
and the expiration or revocation timestamps. Third, we computed a timeline of all the insertions
and deletion of a VRP that happened during d, and associated an add-event to each insertion and a
del-event to each removal. In the following we describe the main aspects of this methodology.
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4.2.1 Three Snapshots are (Almost) Enough. An exhaustive list of the Types of RPKI objects that
may affect events during d is the following (e.g., see Fig. 1 where d is limited by its surrounding
midnights): ROAs with starting time before d and: (1) that expire or are revoked after d (e.g., Ry),
or (2) that expire during d (e.g., Ry, Ry, and Ry4), or (3) that are revoked during d (e.g., R; and Rs).
ROAs with starting time during d and: (4) that expire or are revoked during d (e.g., Rs, R, Rio, Ris,
and Ry) or (5) that expire or are revoked after d (e.g., Rs, Rg, Ry1, and Ry7).

While it is clear why ROAs of Type (2)-(5) may cause events during d, it is more subtile the fact
that ROAs of Type (1) can also influence events. To understand this, consider, as an example, Fig. 1.
Suppose that R; contains the ROA element with prefix 192.0.2.0/24, max-length 24, origin AS 65550.
At beginning of day d, the VRP (192.0.2.0/24, 24, 65550) is present in the RPKI list. Suppose that a
new ROA Ry is issued during d, containing only a ROA element authorizing the same origin AS
to announce the same prefix range. The VRP corresponding to this element is again the triplet
(192.0.2.0/24, 24, 65550), which is already present in the RPKI list. Hence, the change given by the
addition of ROA Ry doesn’t generate an event due to the presence of R;. Therefore, we need to
collect ROAs of Type (1) to exclude these cases from the list of inferred events.

To capture the RPKI objects described above, we retrieve from the Archive the snapshot of day d
and those of days d — 1 and d + 1. These snapshots contain all the ROAs and the revocations that
the Archive can provide and that can affect the RPKI events happening during d. In the Appendix,
we show that such 3 snapshots are necessary and sufficient for our purposes.

4.2.2 Missed RPKI objects. Note that short-lived ROAs may be missing from the dataset. We define
a ROA as short-lived if its validity duration is less than 24 hours, i.e., less than the amount of time
needed to be surely captured by at least one snapshot. Precisely, a ROA issued after a certain
snapshot and revoked (or expired) before the next snapshot will not appear in any snapshot and
is not accounted for. Fig. 1 shows many examples of ROAs that are missed by the Archive, in
particular Rg, Ryg, R11, Ri4, Ri5 and Ry are all missed ROAs. Instead, Ry, Ry2, Ry3, Ry and Rys, despite
being short-lived ROAs, are captured by the Archive since their validity period includes at least
one snapshot time. Note that revocations may be lost too. In fact, if the original validity period of a
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Fig. 4. Distribution of ROA change counts by
weekday. For each day, data from the first week
of every month in the analyzed period is aggre-
gated. Green dots indicate probability density,
with color intensity and size encoding probability:
darker and larger dots represent higher values.

Fig. 5. CDF of ROA validity durations, limited to
ROAs that were valid during the analyzed days
(i.e., those starting on, ending on, or spanning a
Monday). The x-axis is in log scale. The legend
reports the total number of ROAs considered for
each prefix family.
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revoked ROA doesn’t include the first snapshot time after the revocation, then the revocation of
the ROA would not appear in any snapshot.

The presence of short-lived ROAs is confirmed by Fig. 5, which shows the CDF of the validity
period duration of all ROAs considered in our analysis, i.e., those whose validity period overlaps
with at least one Monday. A fraction of short-lived ROAs is visible, indicating that such ROAs
may exist in the global repository but are difficult for the Archive to capture. Indeed, the CDF
begins to rise around 12 hours and shows its first significant increase between 24 and 36 hours,
corresponding to ROAs whose validity period covers at least one snapshot.

4.2.3 Estimating RPKI events. After collecting all available objects, we analyze VRP insertions and
deletions in the RPKI list to estimate events. This estimation may be imprecise due to missing
objects; short-lived ROAs, for instance, can cause both underestimation and overestimation of
events. Refer to Fig. 1 and focus on the red and blue ROAs. ROAs of the same color correspond to
the same origin AS and include the same set of prefix ranges.

The first case (Underestimation) is straightforward: if a ROA is absent from the dataset, any RPKI
event it generates is also missing. Examples of this case are given by the blue ROAs. For each of
them, its issuance involves the addition of the corresponding VRPs to the list, and its expiration
involves the removal of such VRPs, hence generating events. Since R4, Rj5 and R;7 are missed by
the Archive, it is impossible to detect the corresponding events.

The second case (Overestimation) is more subtile. Consider the red ROAs in the picture. Because
each ROA issuance or expiration overlaps with another ROA (except for R; issuance and Ri,
expiration) containing the same elements, none of them generates an event. But, unfortunately,
Rs is missing from the Archive. Hence, when building the timeline for the RPKI list, we remove
the VRPs corresponding to the elements in R; when it expires, generating del-events. Also, we add
such VRPs again to the list when Ry is issued, generating the corresponding add-events. Further,
since a ROA contains a set of prefix ranges, and each of them corresponds to a different VRP, this
overestimation may be amplified: missing a single ROA could generate many false events.

Now we compare the events we inferred from Archive against the events collected by Flutter.

4.3 Events Obtained from the RIPE Archive vs Flutter Events

To assess the effectiveness of our usage of Archive data for computing RPKI events, we compared
the events derived from the Archive between May 2024 and August 2025 with those obtained
from Flutter in the same period. As shown in Fig. 6, the two curves are largely consistent, with
a noticeable overestimation in the most recent months. Since the five Flutter validators do not
necessarily observe the same number of events (Fig. 3), in the figure we report their average.
However, RPKI events are only a part of the story. Namely, when we have to compute the burden
originated by events, we have to consider the number of involved prefixes and whether they are
actually announced in BGP. Fig. 7 compares the number of prefix ranges observed in all events
obtained from Archive data and those recorded in Flutter data, for each analyzed day. We have that
the number of prefix ranges observed from Archive presents an overestimation that is similar to
the one we have for events. The discrepancy in the number of prefix ranges hints the presence of
a certain behavior of some CAs. In fact, the Archive observing more prefix ranges indicates that
there are CAs that issue and revoke ROAs following a pattern similar to the one represented by
the red ROAs in Fig 1. Indeed, from such a pattern, Flutter does not capture any events for the
corresponding VRPs, and the affected prefixes are therefore absent from its data. On the contrary,
due to missing ROAs, the Archive data may lead us to infer the presence of events for those same
VRPs. Moreover, due to the amplification effect that occurs when a single ROA covers multiple
prefix ranges, the loss of only a few ROAs can result in a larger number of prefixes appearing
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of RPKI events computed using the Archive.

to be affected by RPKI events, even though they were not. As shown in Fig. 5, the proportion of
short-lived ROAs is relatively small; consequently, the number of ROAs we miss is also limited.
Since it is impossible to determine whether an event inferred from the Archive is a false event in
historical data, we can only acknowledge that our measurement of RBU-volume for historical periods
likely includes background fluctuations, and should therefore be regarded as an overestimation.

5 A Methodology for Measuring RPKI Originated BGP Updates

In this section, we show a method to measure the BGP updates generated by the RPKI events identi-
fied in Sec. 4. This requires addressing three challenges: determine the best possible approximation
of the timestamp at which an event occurred (Sec. 5.1); determining a suitable time threshold that
captures the BGP convergence time following an RPKI event (Sec. 5.2); and clustering RPKI events
that affect the same prefix and whose impact on BGP routing may overlap in time (Sec. 5.3).

5.1 Flutter Validators and Exact Event Timestamps

As described in Sec. 3.2, Flutter data collection relies on multiple validators distributed worldwide,
each operating independently. As a consequence, the same RPKI event may be seen multiple
times, with each copy potentially carrying a different timestamp. Since Flutter does not provide
explicit references to the underlying RPKI changes (e.g., which specific ROA issuance or revo-
cation triggered the event), identifying duplicates of the same event across different validators
is non-trivial—particularly when many events occur in close temporal proximity. Therefore, the
problem of estimating the exact timestamp of an RPKI event, and determining the correct point
in time from which RBU-volume should be measured, has to be addressed. One could argue that
it is sufficient to focus only on a single Flutter validator. However, this approach presents two
significant shortcomings. First, validators fetch from CAs with variable jitter around their synchro-
nization interval. Consequently a validator may miss events, corresponding to prefixes that are
only registered for a short time, that are nevertheless captured by other validators. Second, even if
all validators detect the same set of events, they may record them in different orders due to the
varying intervals. As discussed in Sec. 3.3, we operate under the assumption that Flutter event
timestamps always follow the exact time of the underlying RPKI change. Consequently, we are
interested in retaining the earliest available copy of each RPKI event across validators. For both
reasons, increasing the number of validators improves the precision of the dataset. There is a higher
likelihood to catch all events and closer to their appearance in the RPKI. In Sec. 5.3, we introduce
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a clustering methodology that overcomes these inconveniences. Combined with the previously
described 5-minute time-shifting adjustment for Flutter events, this method provides a reliable
foundation for determining the timestamps used to measure BGP updates.

5.2 Selecting a Convergence Time Threshold

As shown in [12], the BGP convergence time following an RPKI event that changes the validation
state of a (prefix, origin—-AS) pair is significantly longer than the convergence time observed after
standard BGP events (e.g., prefix announcements or withdrawals). This difference arises from
the heterogeneous synchronization delays between RPs and CAs worldwide. The authors report
that such convergence delays can reach a median value of nearly one hour. On our side, we need
to estimate a convergence time threshold that is conservative enough to both including all the
updates related to RPKI, and avoid unrelated updates in our measurements of RBU-volume. Hence,
beyond relying on the results of prior work, we also measured convergence time using the RPKI
beacon experiments illustrated in Sec. 3. We estimated the convergence time for each CP cited in
Sec. 3.1 as follows. Let t; denote the timestamp of an experiment event i and t;,4 the timestamp of
the following event. The convergence time for event i is measured as the difference between the
timestamp of the last BGP update observed within the interval [#;, #;41).

We have observed that convergence was always reached within three hours. This finding is
consistent with the results of [12], supporting the choice of three hours as a reasonable threshold.
We therefore adopt it as a conservative trade-off: large enough to capture BGP updates related to
RPKI events, while minimizing the inclusion of unrelated updates. A figure in the Appendix shows
the CDF of the estimated convergence times measured during our RPKI beacons experiments.

5.3 Clustering RPKI Events

As discussed earlier, when measuring BGP updates induced by RPKI events, it is essential to account
for events whose impact on routing may overlap. An example is provided by the events collected
by Flutter: for each event, multiple occurrences may exist, each recorded by a different validator,
with timestamps that can differ due to different synchronization delays and processing latencies
(see Sec. 3.2). As another example, consider a prefix range, and denote it with the pair (, L) and a
distinct prefix 7’ # 7 such that 7" matches (7, L), and suppose 7’ is announced. Suppose two RPKI
add-events occur for the VRPs (i, L, A;) and (’, L’, A;). Both events involve prefix 7. The first
event affects the validity of the announcement of 7’ from origin A;, changing it from Unknown to
Valid, while after the second event also the announcement of 7’ from A, becomes valid. If these
events occur close in time, the BGP updates observed after the second event may in fact have been
triggered by the first. If such events were considered independently, the measurement would result
to a significant overestimation of RBU-volume, since most updates would be counted twice. To
address this, we adopt a one-dimensional clustering technique that groups RPKI events occurring
close enough in time to interfere with each other in terms of their impact on prefix routing. For
each cluster, we then identify the overall time interval that is relevant for measuring the related
RBU-volume. The clustering works as follow. Consider a day d, and let E; be the set of all RPKI
events collected on d. Each event ¢; € E; refers to a triplet (1, L;, A;). Now, consider a prefix =
for which we observe BGP updates during d, and let 7.,,, denote the convergence time threshold
selected in Sec. 5.2. We proceed as follows. First, we extract from E; all events ¢; such that x
matches the prefix range (7, L;), i.e., all events that may affect the routing of prefix 7. We then
construct a timeline by ordering these events by their timestamp. Starting from the first event ¢; in
the timeline, we build a cluster ¢ according to the following procedure: (i) Let I. = [t;, t; + Tcono)
be the current interval, where t; is the timestamp of ;. (ii) Collect all events €; with timestamp
tj € I. and add them to the cluster. (iii) Update the current event ¢; to be the last event in the

Proc. ACM Netw., Vol. 4, No. CONEXT?2, Article 19. Publication date: June 2026.



Measuring the Impact of RPKI on the BGP Updates Volume 19:13

cluster, in chronological order. (iv) Repeat the process until no additional events fall within the
current interval. At this point, cluster c is formed. Let €; and €, be the first and last events in ¢, with
timestamps ¢; and ¢, respectively. The relevant interval of the cluster for measuring RPKI-induced
BGP updates is defined as [fs, t, + Tcony)- If events remain unclustered after timestamp t, + Tconos
a new cluster is initialized starting from the first of such events in chronological order. Finally,
all BGP updates for prefix  that fall within at least one of the cluster intervals are considered
RPKI-related updates. This clustering technique solves also the problem of multiple copies of the
same event in the Flutter data, since the first event in a cluster will always correspond to the earliest
among its copies. Furthermore, when multiple events occur close in time and their copies interleave,
the clustering process ensures that all such events are grouped into the same cluster.

6 RPKI is not Harmful for BGP Stability

In this section, we examine whether RPKI-related BGP updates currently pose, or could potentially
pose in the future, a threat to BGP stability. Our analysis is based on the datasets and methodologies
described in the previous sections. The big picture of our results is in Fig. 8.

6.1 RPKI-related BGP Updates Volume vs Total BGP Updates Volume

Figures 8a—b show the timeline of the percentage of RBU-volume relative to the total BU-volume
collected across all analyzed days. For readability, the plots display only the period from January
2018 to August 2025, as values prior to 2018 contain multiple zeros and 2018 marks the first year of
noticeable RPKI adoption growth [24]. A figure covering the entire period from 2014 is provided in
the Appendix. Additionally, on May 20, 2024, and Dec. 16, 2024, Flutter data were missing; these
days were excluded from the analysis, and the plots show an interpolation between the preceding
and following analyzed days. The figures lead to two main observations. First, they point out that
the fraction of RBU-volume was and currently is almost negligible compared to the total number of
updates, remaining below 1% of the daily update volume, even in recent years and even when there
are peaks of RPKI events (see Fig. 3). Consider that, as discussed in Sec. 4.3, the RIPE Archive events
are an overestimation of those observed by Flutter. Also, the amounts of updates computed starting
both from Flutter events and from Archive events are an overestimation, since we count all the
updates in the convergence interval of RPKI events. Indeed, we are possibly capturing updates that
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Fig. 8. Timelines illustrating the increase in the percentage of RPKl-related updates.
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Fig. 9. Comparison between the number of RPKI-related updates observed using Flutter Events and using
RIPE Archive Events in the period from May 2024 to Aug 2025.

are related to other routing events. Second, although the percentage remains low, a clear upward
trend is evident. Note that the y-axis in Fig. 8a uses a log. scale; therefore, the approximately linear
trend corresponds to an exponential growth (with a small exponent) when represented on a linear
scale. Fig. 8b further illustrates this point. Here, the y-axis is limited to 0.2%, truncating spikes to
improve readability, while the four dashed black lines represent the regression curves fitted to
the respective datasets. The two regressions spanning the entire period correspond to Archive
data, whereas those shorter correspond to Flutter data. The two upper curves represent IPv4, while
the lower ones correspond to IPv6. The Flutter and RIPE curves exhibit similar trends, and both
indicate that the percentage has approximately doubled over the past year. More precisely, the
percentage of the RBU volume, measured using Flutter events, was 0.069% (IPv4) and 0.024% (IPv6)
in May 2024, and increased to 0.116% (IPv4) and 0.033% (IPv6) in August 2025.

To facilitate a comparison between the RBU-volume observed using Flutter events and that
obtained from Archive-based events, we present Fig. 9. This figure provides a detailed view of the
updates volume during the period when Flutter data was available, showing curves for IPv4 (a)
and IPv6 (b). The comparison reveals that the resulting volume levels are quite similar, despite the
overestimation in the number of events. This similarity also helps interpret the regression curves in
Fig. 8b. Specifically, since the regression curve for Archive lies above that for Flutter and the recent
volume levels are comparable, the difference between the two regressions can be attributed to the
historical analysis, where Archive data shows a steeper increase in the percentage of updates.

From now on we present results that combine both data sources, relying on Archive for historical
analysis and switching to Flutter events from May 2024.

6.2 Distribution of RPKI-related BGP Updates Volume among CPs

A question is whether the RBU-volume has been evenly distributed among CPs over time. The
data represented in Fig. 10a answer this question in the positive. The figure tells the story of
how the perception of the RBU-volume (IPv4 only) has been distributed among CPs. Each x-value
corresponds to one month. The sequence of segments above x is a stacked bar plot where each bar
is associated with a CP. The height of a bar shows the percentage of RPKI originated BGP updates
collected by a CP during month x. Each CP is assigned a color which is the same across time. Also,
from bottom to top the CPs are presented in the same order in all the stacked bars. If at month x a
certain CP recorded 0 updates, then its bar in the corresponding stacked bar is omitted. Fig. 10b has
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Fig. 10. Comparison between the distribution over time of the RBU (a) and the BU-volume (b) among CPs.

the same structure. Similarly to the previous one, it depicts the story of the distribution of the total
number of BGP updates collected by CPs with the same representation, and if the same CP appears
in both plots, it is associated with the same color. Since the second plot refers to all the updates
collected, a CPs doesn’t appear on the plot in month x if it didn’t collect any update at all during x,
i.e., the CP was probably inactive or not yet deployed. As a collateral effect, the figure shows the
evolution of the number of CPs at RRC00. This number increased over time, which explains why
the height of the bars tends to decrease in both plots. From the comparison of the two figures, we
conclude that the RBU-volume has been rather uniformly distributed during the years.

While the evolution of the percentage of RBU-volume suggests that the impact of RPKI on
routing stability is negligible, it hides the actual volume of updates related to RPKI, its evolution
over time, and how it compares with the total number of observed updates. Fig. 11a and 11b aim
to highlight this. The figures show the evolution of the CDFs of updates volumes (IPv4) collected
across CPs over the entire analyzed period, for RBU-volume and BU-volume, respectively. Similarly
to figure 10, each point on the x-axis corresponds to one month. A stacked bar plot above one
x-value represents a CDF, where each colored bar is associated with a bin of values. The bin sizes
increase exponentially from bottom to top. The colors are associated with the bin ordering, and
the corresponding values are mapped in the legend to the right of the plots. Red and orange bars
are associated with bins containing smaller values; yellow, green and blue indicate the presence
of intermediate values, and violet and indigo are associated with the highest values. The height
of a bar indicates the percentage associated with the corresponding bin. In both plots, bin sizes
are computed based on the maximum value observed across the full period of the plot, ensuring
comparability over time. As an example, consider the rightmost bar of figure 11a, which depicts
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the CDF of the number of RPKI related BGP updates on August 2025. From bottom to top, it shows
that: (i) a very small percentages of CPs collected few RPKI related updates (the small red and
orange bars); (ii) no CPs collected a number of updates between 2.2K and 105.9K (absence of any
yellow bar); (iii) around 30% of CPs fall into the green and blue bars (the total height of the bars
goes from 5% to 35%); (iv) most of the collectors fall into violet bars, collecting from hundreds of
millions to few billions of updates, and (v) a very small percentage (around 2%) of CPs collected
tens of billions of RPKI related updates, represented by the darker indigo bin on top of the stack.

Looking at the whole story, on the left side of the picture, red, orange, and yellow bars dominate,
reflecting a low number of updates. This isn’t surprising, since on its early years, RPKI had a low
level of adoption. The emergence of green and blue bars marks a sharp growth in the number of
updates, a growth that follows the increased adoption of RPKI to protect announced prefixes [24],
as well as the increase of the global routing table [16]. Towards the right side, indigo and violet
bars appear, indicating that the number of RPKI related updates steadily increased in recent years.
Fig. 11b shows the evolution of the CDFs of the BU-volume collected over time, and makes it
possible to compare the scale of the two update volumes. The color and bar convention is the same
as in the previous figure. However, the ranges are different: values grow rapidly into the billions
of updates, and eventually into the order of millions of trillions. The absolute dominance of blue
and violet bars indicates that most CPs collected very large volumes of updates. A growth in the
overall number of updates is still visible, highlighted by the darker violet bars emerging on the
rightmost side of the plot. It is precisely this huge scale difference that highlights how, even after
the abrupt increase we see in Fig 11a, the RBU-volume remains only a marginal contributor to the
overall causes of routing updates.

6.3 Comparison with Background Noise

We also analyzed how the frequency of BGP updates varies between time intervals containing
RPKI-related updates and what can be considered background BGP noise. To this end, on the
same days as in the previous analysis, for each prefix affected by an RPKI event, we identified
the corresponding RPKI event clusters. We then divided time into two types of intervals: those
corresponding to the clusters (relevant intervals) and the remaining periods. We computed the
BGP update rates for both types of intervals and finally aggregated these rates across all prefixes
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Fig. 13. Box plot showing the distribution, across CPs, of RPKI-related BGP updates. The median, the 25th,
and 75th percentiles are represented by the boxes, while the average is shown as a small black square.
Minimum and maximum values are indicated by the whiskers. Flutter Data.

observed by each CP. Fig. 12 illustrates the result of the analysis restricted to Flutter events (figures
on the Archive events are in the Appendix). Namely, Fig. 12a shows the CDF of both the update rates.
As expected, the curve of the RPKI-related updates is to the right of the curve of the background
BGP noise, meaning that the update rate increases during an RPKI event. Fig. 12b allows to compare
the two rates. It shows that in 90% of cases the ratio is at most 4 and that in about 50% of cases
such a ratio is lower than 2. While the ratio is rather high the update rates remain low, below one
packet per hour in most cases, in RPKI-event time windows.

6.4 State-transition Analysis

Another interesting question is whether certain types of state transitions cause more updates than
others. As discussed in Sec. 5.3 the effects, in terms of updates, of events that are close in time
are barely distinguishable. Hence, to investigate this aspect we focused on the global effect of
each cluster, considering the validation state of a prefix-origin pair before the cluster and after the
cluster. We then aggregated per CP. Since the number of events per transition type observed by a
CP is very different, we normalize the number of updates per CP by the total number of events
that lead to the state transition. Fig. 13a illustrates the result of this analysis restricted to Flutter
events (figures on the Archive events are in the Appendix). We observe that the average is quite
low and very similar for every type of transition. Transitions from Unknown to Unknown create
more noise, as well as transitions from Invalid to Invalid.

6.5 Event-Type Analysis

In Sec. 2.2, we defined the concepts of add-events and del-events. It is of interest to determine
whether one event type generates more RPKI-related BGP updates than the other. For the same
reasons as discussed in Sec. 6.4, we conduct the analysis at the cluster level. Specifically, we classify
clusters into three categories: clusters containing only add-events (Add-Event clusters), clusters
containing only del-events (Del-Event clusters), and clusters containing both types (Mixed-Event
clusters). The distribution of the number of updates per cluster is shown in Fig. 13b. It shows that,
in terms of contribution to BGP updates, Add-Event and Del-Event clusters exhibit quite similar
overall values while Mixed-event clusters exhibit an slightly higher number of updates on average.
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6.6 Discussion

We identify three key factors that likely shape the impact of RPKI: the scope of ROA address space
coverage, the scale of ROV deployment, and the frequency of RPKI events. Current evidence suggests
that: ROA coverage is both reasonable and expanding [24]; ROV adoption remains limited [18].
Given that RPKI events are not uncommon (see Fig. 3), with Flutter collectors recording around 1K
events daily, we posit that the primary explanation for the relatively low RPKI noise is that ROV
deployment is still in its infancy. Establishing a methodology to measure this noise now is crucial,
as it will enable us to track its evolution as adoption grows. Therefore, we can conclude that the
observed increase in percentage is better interpreted as a natural consequence of the progressive
adoption of RPKI by Autonomous Systems on the Internet, rather than a threatening challenge to
BGP stability. At least, for now.

7 Related Work

Among prior works in studying the RPKI infrastructure and retrieval of objects, Kristoff et al.
focused on how often validators retrieve RPKI data from publication points [17]. They observe
that 20% of validators fetch less than 20 times per day and conclude the fetching process can be
incomplete. Validators may possess outdated data leading to potentially erroneous routing. [41]
and [22] have analyzed the validator’s software. They discovered several bugs at the root of security
vulnerabilities. Researchers have also inferred the deployment of Route Origin Validation in the
Internet from active measurements [9, 13, 18, 39]. [19] studies RPKI in conjunction with Remotely-
Triggered Black Holing (RTBH) to understand their combined uses as DoS mitigation. Deployments
of ROV does not have the same coverage breadth as shown in [14]. [43] studies the coverage
of routes for popular Web destinations. Huston [15] provides a view of the amount of prefixes
advertised per AS and the update rate per second on May 8, 2025 for a feed collected at APNIC
R&D, and observed several peaks above 150 updates/s. Stucchi [37] studies BGP updates with
communities indicating the validity of the route’s origin. These communities are tagged with two
ASs, and are present in IPv4 and IPv6 except for the community indicating the origin is invalid.

8 Conclusions and Future Work

To answer Question Q1 of the Introduction, we analyzed 11 years of RPKI deployment, measuring
the impact of RPKI events on routing stability. We developed a methodology (addressing Q2 and
Q3) to estimate an upper bound on the number of BGP updates related to RPKI, and showed that
their impact—although sharply increasing in recent years—remains negligible compared to the
overall volume of updates exchanged daily. Even during peaks, RPKI events account for less than
1% of total BGP updates. We also revealed that RPKI related updates are uniformly distributed in
the global network, with no clear local imbalance among CPs. This work’s encouraging findings,
however, suggest multiple further investigations. Is it possible to identify types of RPKI events that
leave a distinctive fingerprint on routing dynamics? Are there any CAs that can be considered
primary contributors to RPKI induced updates? And finally, is the observed growth trend changing
over time? We believe that the continued monitoring of the phenomena analyzed in this study is
crucial for understanding the long-term implications of future extensive RPKI deployment. The
source code employed in our measurements is publicly available at [26].
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Appendix
Ethics

This work only uses public data and does not raise any ethical consideration. The experiments
described announcing prefixes in BGP have negligible impact on routing and were conducted for a
short period of time.

Extra Material for Section 3.1

‘ Family ‘ Collector Peers Available By Year

| | 2014 2015 2016 2017 2018 2019 2020 2021 2022 2023 2024 2025 |
| IPva 18 19 16 17 41 99 127 94 77 73 78 68 |
| IPv6 |14 14 14 14 38 89 115 90 69 69 68 57 |

Table 1. CPs of RRCO00 available for the analysis presented in this paper.

Extra Material for Section 3.3
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Fig. 14. CDF of the amount of delay between the exact timestamp of our beacon experiments and the
corresponding flutter event.

Extra Material for Section 4.2.1

We prove that the snapshots referred to in Section 4.2 contain all the ROAs and the revocations,
that the Archive can provide, that can affect the RPKI events happening during d. Consider again
the example in Fig. 1. In fact, assume that the snapshots of days d — 1, d, and d + 1 were collected by
Archive at times ty, t;, and t3, respectively. Now, we show why the 3 snapshots mentioned above
are necessary and sufficient to collect all the ROAs that may affect events during day d. Divide day d
into two intervals, T, that goes from the first midnight to ¢,, and T}, that goes from ¢ to the second
midnight. Let Sy be the snapshot of day d, and S;_; and Sy, the snapshots of days d — 1 and d + 1,
respectively.

Necessity. S;_1 is necessary to capture ROAs that expire or are revoked during T, (e.g., Rs and
R7). S4 is necessary to capture: (a) ROAs spanning the entire day d (e.g., Ry); (b) ROAs that are issued
during T, and expire or are revoked during T}, (e.g., Ry and Rys); (c) ROAs that are issued during
T, and expire or are revoked before t3 (e.g., R3); (d) ROAs that are issued after #; and expire or are
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revoked during T, (e.g., R, and Ry). (e) Revocations happened during T, that refer to ROAs that
would have expired before 5 (e.g., ps). Sq+1 is necessary to capture: (a) ROAs that are issued during
Ty (e.g., Re); (b) revocations that happened during Tj, (e.g., p2).

Sufficiency. If a ROA that influenced events during d is present in any snapshot before S;_1,
then it is also present in snapshot S;_;. In fact, consider a ROA R that influenced events during
d and appears in any snapshot before S;_;. To influence events in d, R must be of Type (1), (2),
or (3), and therefore must be valid at the beginning of day d. Since S;_; precedes d and R is present
in a snapshot before (and so was issued before) S;_1, then the validity period of R includes also
the time of Sy_; and R is therefore present in snapshot S;_;. Similarly, if a ROA or a revocation
that influenced events during d is present in any snapshot after S4.1, then it is also present in Sz ;.
In fact, consider a ROA R that influenced events during d and appears in any snapshot after Sz, ;.
To influence events in d, R must be of Type (1) or (5), and therefore must be valid at the end of
day d. Since Sy follows d and R is present in a snapshot after (and so expired or was revoked
after) Sy.1, then the validity period of R includes also the time of S;,; and R is therefore present
in snapshot Sy4.1. In case of revocations, a revocation that happened during d appears in all the
snapshots subsequent to the revocation time that are included in the original validity period of
the corresponding ROA. Since Sy, follows d, if the revocation appears in a snapshot after Sy, 1,
then it means that the original validity period of the corresponding ROA includes Sg41, hence the
revocation appears also in Sy.1. In conclusion, the tree snapshots are sufficient to collect all the
ROAs available in the Archive that influenced events during d.

Extra Material for Section 5.2

Fig. 15 shows the CDF of the estimated convergence times measured in our beacons experiments.
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Fig. 15. CDF of BGP convergence times. The x-axis represents the convergence time (on a logarithmic scale).

The y-axis shows the percentage of CPs that observed the last update before that time. Different curves
describe the convergence time for different validation state transitions.
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Extra Material for Section 6.1

Fig. 16a-b present the timeline of the percentage of RPKI-related updates over the total number of
updates collected for all analyzed days. The plots display the entire period Jan 2014 — Aug 2025.
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Fig. 16. Timelines showing the increase of the percentage of RPKI-related updates from Jan 2014 to Aug 2025.
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(a) CDFs of the update rates recorded by CPs.  (b) CDFs of the ratio between the BGP update rate
Blue: RPKI-related BGP Updates. Orange: Not RPKI-  during RPKI events and the BGP update rate outside
related BGP Updates. RIPE Archive Data. RPKI events. RIPE Archive Data.

Fig. 17. Comparison between BGP update rates. RIPE Archive events.
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Extra Material for Section 6.4 and Section 6.5
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Fig. 18. Box-plot of the distribution over CPs of RPKI-
related BGP updates per State Transition. Median,
average, 25, and 75 percentiles are shown using boxes.
A black square represents the average. States are:
V=Valid, I=Invalid, and U=Unknown. An arrow be-
tween two states indicates the corresponding transi-
tion. RIPE Archive Data.
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Fig. 19. Box-plot of the distribution over CPs of the
number of RPKI-related BGP updates per cluster.
Median, 25, and 75 percentiles are shown using boxes.
A black square represents the average. The y-axis is
log scale. Each box corresponds to a different type
of cluster. RIPE Archive Data.
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